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Abstract—In Wireless Sensor Networks (WSNs), symmetric  In this work, we focus on the issue of delivering secret link
key schemes may be used to provide security. Recently, a dasf  keys from a source to multiple neighbors. Random key pre-
random key pre-distribution techniques have been propose@dnd yistripution techniques may only connect some neighbors to
investigated. Such techniques only guarantee to establiskeys . . .
for some pairs of physically connected sensors. In this workwe the source with common keys. Other ne_lghbors are still dis-
address the issue of delivering secret link keys to each of ¢n connected from the source on the security plane. Eschenauer
source’s neighbors in wireless sensor networks. We proposg and Gligor suggested to use the secure multi-hop path scheme
scheme called Babel that finds a common bridge node to deliver to deliver such secrets [2]. In their scheme, the secret is
one key to each of the to-be-connected neighbors. The nowetf  is0j9sed to all the nodes on the path. If any of these nodes is

our scheme is to deliver multiple keys through a common bridg . L
node and regular paths instead of multi-hop secure paths. 8te compromised, the secret is disclosed to the adversargddst

the delivered keys are only disclosed to one node, the commonWe propose a new technique called Babel that tries to find
bridge node, key compromise probability of the Babel schemés a common bridge node to deliver secret link keys to these

significantly lower compared to other delivery techniques. neighbors. The novelty of our scheme is to deliver multiple
keys with the use of a common bridge node and regular paths
. INTRODUCTION instead of multi-hop secure paths. Since the delivered keys

are only disclosed to one node, the common bridge node, key

Wireless Sensor Networks (WSNs) have been the foce§mpromise probability of the Babel scheme is significantly
of active research over the past few years. Some researchgfsr compared to other delivery techniques.
investigated efficient data delivery, energy conservatamd  \we expect our scheme to be implemented in the networks
other related issues [1]. Network security has also beeny@ere the source node needs to communicate with all its
research focus mainly due to the fragility of the sensor Bodgnysical neighbors securely. Disclosure of any informatio
against node capture and modification. sent from the source poses a security threat. An example is th

In order to provide security for communication and data cotjuster-based wireless sensor networks where the clustat h
lection in WSNs, security keys need to be delivered and usefbeds to communicate with the sensors in its neighborhood.
Due to the lack of trusted servers nearby (for public/peaty Besides the related work discussed above [2], [4], [5],
schemes), secret key schemes may be more viable to proteiéhn et al. presented a technique to establish secure link
such local communications. The question is how to delivgeys for two neighboring nodes if they do not share enough
such secret keys to the communicating nodes. common keys [3]. These two neighbors first identify all secur

In 2002, Eschenauer and Gligor proposed a random kpsiths between themselves. Then one node generates a set of
pre-distribution technique allowing sensors to preloadizsst random keys (of the same size) for all the paths and send
of keys (key ring) from a large key pool. It has been showsne key to the destination through each of the paths. After
that, when the size of the key ring and the size of the kelie destination receives all the numbers, it exclusive-@IRs
pool are chosen carefully, the neighboring sensors wilehagf them to obtain the secret link key. Li et al. proposed to
a relatively large probability of sharing a common key. Witluse k intermediate nodes between two sensors to establish a
such a shared key, the neighboring nodes can establisit seiiig key [6]. Two methods were presented to identify such
link key securely [2]. The scheme has been extended Rynhodes, which should be securely-connected to both nodes.
researchers in several research groups [3]-[5]. The maximum distance separable (MDS) codes are used to

It has been shown that there are still some local linlestablish link keys between neighbors without common keys
that are disconnected on the security plane. The lack of subiough multiple paths [7], [8]. Traynor et al. proposed s&u
secure links can be thought as intentional. This is becawséew more powerful sensors to achieve key establishment [9]
an extremely high local connectivity (on the security planeince these sensors are expected to have tamper-resistant
would mean higher vulnerability and lower network resiien hardware, the keys on these sensors are considered sdés. Mil
as shown in [2], [4]. and Vaidya proposed to use Bloom filter and Merkel trees to



only serve as passive routers without knowing the secrets
that they help to forward. Such an approach lowers the key
disclosure probability. We will discuss the chance of fimdin
such a common bridge node and how to deliver multiple secret
link keys securely when it cannot be found in Section 111-B.

A. The Babel Scheme

We introduce the Babel scheme through the example shown
in Fig. 1. Denote the set of keys stored on naodss K.
Node S collects the Message Authentication Codes (MACs)
of a challenge message based on each of the ke§&;inK g,
Kg, and K<.! These information are control-flooded in the
Fig. 1. lllustration of the security connectivity arounddeoS. Solid lines anwork. Each overhearing node compares the MACs of the
represent security and physical connectivity. Dottedslimennect physical ) b d . ied k d th h heard
neighbors but they don’t share any common key. Node Z is a tioaleis Me€SSage based on Its carried keys and those on the overhear
relatively far away from the neighborhood but it shares a with all nodes  information. Only those nodes sharing a key with the source
connected with it through dashed lines. and each of the to-be-connected neighbors will respondnAs a
example, we assume that node Z satisfies the above condition,
L . . . . i.e., node Z shares at least one key with each of these nodes
distribute key m_formatlon so that the chance of nelghkgg)rlrtnodeS S, B, E, and G). The shared keys could be different or
nodes establishing a key can be close to 1 [10]. the same. It will respond and volunteer to serve as the common
Il. PROBLEM FORMULATION bridge by replying to node S. The reply message includes its

. . . . response to each of the challenges with the shared keys.
Figure 1 illustrates the problem of delivering multiple o o
secret link keys to neighboring nodes. Node S has severalEVery node not sat|s_fy|n_g the shared key criteria forwards
physical neighbors, which include nodes A, B, C, D, E, lghe message by attaching its ID to the end of t.he message (for
and G, clockwise. The solid lines in Fig. 1 represent segz:uriPath record). Note that node Z may be physically multi-hop

and physical connectivity. The dotted lines represent jgays away from the source node. Controlled flopding is used, i.e.,
connectivity only. Therefore, links S-B, S-E, and S-G ar 1€ message may only travel up to a ce_rtaln number Of hops,
disconnected on the security plane. Nodes B, E, and G Ijéne-;l'o-lez (ZTI'I:IZL-'LF'he message Is discarded when it has
termed “to-be-connected neighborgV;,.. een forwarde IMes. ,

In order to secure the data transmission between node &Vhen the reply from node Z arrives at node S, node S
and all its neighbors with symmetric encryption/decryptiosends them to thg to—be—con_nected neighbors. Each of the to-
technique, we need to establish a secret link key for each hg-connected neighbors vahdates_the_ responses and ensure
the physical links connecting to node S. In Fig. 1, the secr@t""_t_nocIe Z do’es share a key_ with itself. After each node
link key between node S and nodes A, C, D, and F can be ygfifies _node Z's claim of sharing a key, node S sends the
up easily with the shared keys. However, it is more difficuff€cret link keys (for nodes B, E, and G) to node Z. Upon

for node S to establish secret link keys with nodes B, E, af@Cc€lving the message, Node Z encrypts the secret link keys
G with the shared keys with nodes B, E, and G, respectively. For

example, the secret link key between nodes S and B will be
encrypted at node Z with the common key between nodes Z
and B. Such encrypted secret link keys are then returned to

in WSNSs, it is possible that sensor nodes do not share keys node S. Node S forwards the encrypted secret link keys to the
with several neighboring nodes. In order to establish secure to-be-connected neighbors, which decrypt the secret laylsk

communication for these links, secret link keys need to be Note that all message transmissions between nodes S and
delivered to these neighbors. |'_|0W should these secret link £+ except the first broadcast message, are encrypted with the

keys be delivered so that the chance of secret disclosure is as shared key between these two. This will protect the trartethit
small as possible? information from being disclosed to a third party. Even thou

node Z can send all information to nodes B, E, and G directly,
[1l. THE BABEL SCHEME transmission through node S is preferred in order to protect

In this work, we propose the Babel scheme to deliver muicheme from nodes, especially the non-common-bridgesjode
tiple secret link keys toward the to-be-connected neighbofaking common keys. The transmission overhead is slightly
Our main idea is to find one node that shares keys with thigher but the scheme is more secure [7], [8].
source node and each of its to-be-connected neighbors. The
node is termed common bridge node. The common bridgelWe use the challenge-response technique to verify the comkegs

. etween the common bridge node and the source and the torbeaed
node will be the only node other than the source and tf

> ) - Eighbors. With the use of this technique, key and key indslasure are
receiving nodes knowing the secrets. All nodes in betweemnecessary.

Problem Statement: (Delivery of Multiple Secret Link
Keys)
When random key pre-distribution techniques are employed



The pseudo-code of the Babel scheme is shown througlgorithm 2 Pseudo-code to Verify Common Bridge Node
Algorithms 1, 2, and 3. In particular, Algorithm 1 finds a 1: S verifies response from on claimed common ke,
common bridge node. Algorithm 2 verifies the responses frona: if response is valithen
the common bridge node. Algorithm 3 is then used to seng: S decrypts msg withig ;¢

secret link keys through the common bridge node. 4: S forwards responses fromto each: € Ny
We use the following notations in our pseudo-codes: 5: for each_z_‘ € N do _
« Time-To-Live (TTL): a predefined number of hops for & 1 verifies response from on claimed common key
the request message to travel Kei . . i
« \: the number of keys carried by each node £ if response is validhen
. S source node 8: i sends confirmation t&'
o Nue: set of to-be-connected neighbors $f o end if
« K, keys on node, i € {S}UNge, 1 <t <A 10:  endfor o
« t;: the index of the shared key between the commoh:  if S receives confirmation for eachc Nipe then
bridge node and nodg i € {S} U N, 12: S accepts: as the common bridge node
« LK secret link key between nodésandi, i € Ny, 13 €lse _
' 14: S rejectsz as the common bridge node
- - - 15: end if
Algorithm 1 Pseudo-code to Find Common Bridge Node 16 else

1: S obtainsM AC(i,t) based onK;; for each(i,t), i € 7. S discards msg
{S}UNpe, L << A 18: end if

2: S broadcasts a msg with MACs and TTL

3: for each z receiving the msglo

4 if Vi € {S} U Nge,3t;,such thatM AC(z,t;) =

Algorithm 3 Pseudo-code to Send Secret Link Keys

MAC(i,t;) then 1: S encryptsLKs ;, i € Nipe, With Kg ¢
> A common bridge node is found 2 S Sends encrypted msg to _ ,
5 = prepares responses {d AC(i,t;), i € {S}uU % » decrypts msg withi; ., recoveringLKs ;, i € Nibe
Nive 4: Vi € Nypes 2 encryptsL_Ks,l- with I_(z,ti

6 » encrypts responses withi ;.. 5: z encrypts encrypted link keys with’, ;

7: Msg andM AC(S,ts) are sent from: to S 6: z sends msg t& _

g else 7: S receives msg from, decrypts msg withi'g ;¢

9 TTL — TTL-1 8: S sends encrypted link keys toc N

10: it TTL > 0 then 9: i € Ny, decrypts link key withK; ;.

11: z adds its ID to the end of msg

12: z forwards the msg

13: else Multiple bridge nodes may be used to deliver partial or
14: z discards the msg encoded link key information from node S to nodes B, E, and
15: end if G. In fact, assuming a large number of sensors in the network,
16:  end if we can find many nodes similar to node Z. Assuming that we
17: end for find ¢ such nodes, nodeg;, Z,, --- and Z,. MDS scheme

given in [8] may be used to encode the link keys. Wiids
. . arbitrarily large, the compromise probability of the linkys
B. Discussions can be arbitrarily low.
Due to the page limit, we provide the following brief

discussions of the Babel scheme in this subsection. IV. ANALYSIS

Note that a node lying abouF its keys either cannot decrijt Probability of Finding a Common Bridge Node
the message from node S or its responses for the challenges

from the to-be-connected neighbors fail. We will analyze the chance of finding a common bridge
It is possible that such a node Z cannot be found to sharede based on an independept..;, sharing key probability.

a key with each of these nodes. Then multiple nodes mAymore realistic analysis should consider the size of the key

be used to deliver secret link keys for all these nodes. Rowpol and the number of carried keys, but we leave that to

instance, nodeZ; may be used to deliver secret link keysur future work. Note that, when the number of carried keys

toward nodes B and E. Nod&, may be used to establish ais much larger than the number of to-be-connected neighbors

secret link key toward node G. When each common brid¢iegese two models should be close to each other.

node is only required to connect the source node and one toAssume there areV nodes in the sensor network. The

be-connected neighbor, the scheme is similar to the schepmebability of two nodes sharing at least a common key is

in [6] with k£ = 1. Dlocal- SUPpPOSe there an@ to-be-connected neighbors.
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M the probability that any of the common keys shared by node Z
and node S, or any of node Z and any of the to-be-connected
neighbors of node S, is broken because other nodes in the
network are compromised. That is,

Pc(Babel) =1, +pe(1?c) ) 2)

Note thatp.(z.) depends on the random key pre-distribution
scheme employed in the network. If we consider the multiple-
space scheme proposed in [8](z.) is quite small whenc,
is less than a threshold.

bridge
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Probability of finding at least one common bridge node, P

+m:z' We shall investigate the compromise probability of the
o.2f e secure multi-hop path scheme [2]. In this scheme, the source
ook —e—m=5 | finds a secure multi-hop path toward each to-be-connected
' —*—m=6 . . . .

— neighbor. Many bridge nodes are employed in this scheme,
83 o 04 o4 065 07 075 08 increasing its vulnerability. Let the chance of having > 1,

0.5 0.55 0.6
Connectivity probability, p . .
ol nodes serving as bridge nodesge > 7", ¢; = 1.

Fig. 2. The probability of finding a common bridge node. Thaxgenumerical When there are altogethgérbrldge nodes, the chance of any

results based on (1) wheN = 500. link key being compromised becomes
Pc(Mu”i)b' Z 1- (1 - Ic)j +pe(xc) ) (3)
The chance of finding at least one sensor in the netwonhere inequality is because that the secret link keys are en-
that can help to deliver the secret link keys is: crypted/decrypted by > 1 sensors with different shared keys

and we have useg.(z.) as the lower bound of compromise
Piriage =1 = [1 = (Plocar) ’ @ probability. Equality appears when= 1.

wherel — (procqr)™ ! represents the probability that one node Th_erefo_re, the chance of having any secret link key com-

does not share a common key with the source and each offitgmised is

m+1]N7m71

m neighbors and we have assumed that the events of each pair _ o0 _

of nodes sharing a common key are mutually independent. PMUD > 1 4 pe(we) = g5 (1 — ) (4)
In Fig. 2, we show the numerical results of the probability j=1

of finding at least a common bridge node in various network V. PERFORMANCEEVALUATION

scenarios. The results of different number of to-be-cote®ec \\e ysed Matlab in our simulations. in which N sensors

neighbc_)_rs,m, are presented in Fig. 2. As _increases, the gre randomly deployed to an area of 1000 by 1008
probab_lhty of f|nd_|_ng at least one common bridge node lower§ireless transmission range is 100. Every pair of nodes
But this probability can be seen to be close to one WhepRq 5 chance foear beiNg Securely connected. We chose one
Procal > 0.55. source randomly and tried to establish a secret link key ¢h ea
B. Security Analysis of its segurityjdiscpnnected neighpors. In our simulajome
) ) N used a simplified circular connectivity model and an abstrac

In our security analysis, we measure the probability of aqye yhysical and networking models. Furthermore, we fotuse

secret link key being compromised or disclosed. Since thef key sharing among different nodes. Therefore, simuiatio

are altogethem keys to be delivered and established, anytim{ﬂrough NS2 or OPNET are unnecessary at this stage.
one or all of these secret link keys are compromised, we

treat the secret link key delivery compromised. We argue th Transmission Cost

such a security analysis provides an accurate guideline forSince the transmission overhead of our scheme depends

several communication structure such as cluster-basedsVShdrgely on how far the common bridge node is away from

Since such secret link keys will be used for intra-clustehe source node, we measured the average hop count as the

communication that should be protected from all outsidensansmission cost. In Fig. 3, we show such average hop count

the disclosure of any secret link key (hence communicatioag a function of key sharing connectivity,,.;. Curves for

will lead to security compromise in the cluster. networks with different total number of sensors are shown to
Our security analysis is based on the assumption that a ratpresent the effect of different node density.

of 0 < z. < 1 sensors are compromised by the adversary. Welt is interesting to see from Fig. 3 that the number of hops

assume that adversaries compromise sensor nodes randotmlyard the closest common bridge node is roughly the same

When a sensor is compromised, all information attached fiar various N values whem,..; is either large or small. This

the sensor is disclosed. might have been caused by the opposite effects of more nodes
Since our scheme only uses one common bridge sensoata more to-be-connected neighbors. When,; is in the

deliver link keys to the neighbors, the chance of such keysiddle, largerNV leads to longer hops because of more to-be-

being compromised is simply. plusp.(z.), wherep.(x.) is connected neighbors.



o Ne300 of employing one common bridge node. We can see that the
NS00 Babel scheme has a lower compromise probability forrall

6f 1 values. Asp;,cq; iNCreases, the compromise probability of the
secure multi-hop path scheme lowers. This is because of the
smaller hop and smaller number of intermediate bridge nodes

whenpioeq; iNCreases.
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T

VI. CONCLUSIONS

We have proposed the Babel scheme that delivers secret link
keys toward multiple to-be-connected neighbors. The Babel
scheme makes use of a remote node that shares at least a key
with the source and each of its to-be-connected neighbans. O
2r T preliminary analysis and performance evaluation show that
Babel outperforms existing schemes such as the secure multi
. . . . . . . hop path scheme in security performance. In future work,

o4 04 08 or o 9% we will focus on analyzing the security performance of the
Babel scheme and its comparison with related techniqués. Th
Fig. 3. The average hop count from the common bridge nodertbtvee is especially important because the Babel scheme employs
source. a single node to forward the secret keys and fault-tolerance
should be investigated.

Average Hop Count, h
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