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Abstract— Failure-Rate Minimization is becoming one of
the major design issues inwireless sensor network (WSN)
architecture due to multiple available Functional-units (FUs).
There is a tradeoff between reliability and performance, such
as timing constraint. This paper studies how to minimize the
total failure rate while satisfying performance requirement for
WSN applications. Two novel algorithms are proposed to solve
the FRMFS (Failure Rate Minimization with FU Scheduling)
problem. We use these FU scheduling algorithms to mini-
mize system failure rate without sacrificing performance. Our
results show that the average improvement on failure-rate
reduction is significant with the use of our algorithms.

Index Terms— Heterogeneous, scheduling, failure rate,
multi-FU, minimization

I. I NTRODUCTION

Wireless sensor networks (WSNs) have a wide variety
of applications, for example: microclimate monitoring [1],
[2], plant physiology [3], animal behavior [4]–[6], structural
monitoring [2], [7], [8] and condition-based maintenance.
Reliability of distributed micro sensor nodes is an important
issue in the design of sensor networks.

Heterogeneity is the trend of today’s WSNs. With more
and more sensor types orFunctional-units (FUs) available,
it is challenging to take full advantage of these FUs while
satisfying the timing constraints in WSN design. The same
function can be executed by different sensor type or FU
types. Therefore, the same type of operations can be pro-
cessed by heterogeneous sensors or FUs with different costs
or failure rates. This paper focuses on how to reduce the total
system failure rate of a WSN composed of heterogeneous
sensors (FUs).

According to thefailure rate model proposed by Srini-
vasan and Jha [9], thefailure rate of a system is defined
as the rate of failure of a system or component during
during the time of executing a DFG (Data Flow Graph). A
DFG is a node-weighted and edge-weighted directed graph,
where each node represents a task, and each edge defines the
precedence relations among nodes. In order to minimize the
system failure rate, we need to minimize the sum of failure
rates of all the nodes in the system. In other words, we need
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to find a schedule such that the timing constraint is satisfied
and the sum of failure rates of all nodes is minimized.

Combining the consideration of failure rate [?], [9], [10]
and performance, we design in this paper two algorithms
to solve the FRMFS (Failure Rate Minimization with FU
Scheduling) problem, i.e., how to minimize total failure rate
while satisfying timing constraint for WSN applications.
Our experimental results show that these algorithms achieve
significant reductions on an average in total failure rate
compared with the previous works. For example, with
3 FUs, compared with the TBFT algorithm in [9], our
algorithm FU Sch2 shows an average 21.7% reduction in
total failure rate.

The paper is organized as follows: we describe necessary
background in Section II. Our proposed algorithms are
presented in Section III. In Section IV, experimental results
are shown and discussed. Concluding remarks are provided
in Section V.

II. BASIC CONCEPTS ANDMODELS

In this section, we introduce some basic concepts that will
be used throughout this paper. First we present the system
failure rate model. Then, we describe the FUs scheduling
problem with the help of an example.

A. The Failure Rate Model

We use thefailure rate model proposed by Srinivasan
and Jha [9]. Consider a heterogeneous system withM FUs
available,{F1, F2, · · · , FM}, and a DFG containingN nodes,
{u1, u2, · · · , uN}. Let tj(i) be the execution time of node
ui for FU Fj. Let fj be thefailure rate of FU Fj. Then the
failure rate of nodeui for FU Fj is defined astj(i) · fj.
Let xij be a binary number that denotes whether FUFj is
scheduled to nodeui or not (it equals 1 if FUFj is assigned
to ui; otherwise it equals 0).

Define theun-failure rate of a system as the probability
that the system will not fail during the time of executing
a DFG. The probability of a system not failing during the
time of processing a DFG is:

Pr =
∏

1≤j≤M,1≤i≤N

(1 − fj)
xijtj(i).
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When fj ≪ 1, we can approximate

(1 − fj)
xijtj(i) ≈ 1 − fjxijtj(i) ≈ e−fjxijtj(i) .

Therefore, we have

Pr ≈
∏

(e−fjxijtj(i)) ,

when fj ≪ 1 [11].
Thus, in order to maximizePr, we need to minimize∑
(fjxijtj(i)), which is called asfailure rate of a system

In other words, we need to find a schedule such that the
timing constraint is satisfied and the sum of failure rates of
all nodes is minimized, which is needed to avoid system
failure as much as possible.

B. Heterogeneous FU schedule problem

We define the heterogeneous FU scheduling problem
as follows: given a heterogeneous system withM FUs,
F = F1, · · · , Fi, · · · , FM, a DAG G = 〈V, Ed〉 where
V = 〈u1, · · · , ui, · · · , uN〉 is a set of nodes, with each
node representing a task,Ed ⊆ V · V is a set of edges
representing dependencies relations among nodes inV.
T(uk) = t1(k), · · · , ti(k), · · · , tM(k), whereti(k) denoted
the computation time ofuk on Fi, and a time constraint
L, find a task schedule forG such that the failure rate is
minimized withinL.
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Fig. 1. (a) A DAG. (b) Execution times and failure rate of FUs.
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Fig. 2. (a) Schedule 1. (b) Schedule 2.

An example is shown in Fig. 1 and Fig. 2. Assume there is
a heterogeneous system that consists of two heterogeneous

FUs, F1 and F2. An exemplary DAG is shown in Fig. 1(a).
The given time constraint for the DAG to be executed is 10
time units. The execution time and failure rate of each node
for different FUs are shown in Fig. 1(b). For the convenience
of computation and presentation, we use an integer (enlarged
1000 times) to represent the failure rate of each node. In
Fig. 1(b),Ti denotes the execution time andEi denotes the
first part of the failure rateEij, which is the failure rate for
ui to be scheduled onFj. Two schedules for the DAG are
shown in Fig. 2. In Schedule 1, the schedule length is 10
time units and its system failure rate is 63. In Schedule 2,
the schedule length is 10 time units and its system failure
rate is 57. Both schedules satisfy the time constraint while
the latter has a lower failure rate. This example shows that
different task schedules will produce different system failure
rate.

III. T HE ALGORITHMS

In this section, two algorithms,FU Sch1 and FU Sch2
are designed to solve the FRMFS (Failure Rate Minimiza-
tion with FU Scheduling) problem, i.e., how to obtain
the minimum total system failure rate without sacrificing
performance, based on multi-FU scheduling.

Scheduling problems with time and resource constraints
are well-known to be NP complete. We are going to solve
a scheduling problem with time and resource constraints
in a heterogeneous system and minimize the failure rate
of the system at the same time. Therefore, our problem is
also NP complete. In this section, two novel algorithms,
FU Sch1 andFU Sch2, are developed to solve this problem.
FU Sch1 uses a bipartite matching strategy based on ALAP
(As Late As Possible) scheduling andFU Sch2 uses a
progressive relaxation strategy based on ALAP scheduling.
Some symbols used in our algorithms are listed in Table I.

Symbol Meaning
Min Minimum failure rate for the current node
ESTi Earliest starting time for nodei
LSTi Latest starting time for nodei
FTi Finish time of nodei
SLj Schedule length forFUj

Xi The FU that nodei is scheduled on
Etotal Overall failure rate for the system

TABLE I
SYMBOLS IN THE FU SCHEDULING ALGORITHMS

A. FU Scheduling with Bipartite Matching

FU Sch1 is designed to use the bipartite matching strat-
egy to schedule tasks. The idea is: first, use the ALAP
scheduling, which minimizes the schedule length, to get the
latest starting time for every node. Then construct a bipartite
matching graph with the nodes in the ready list in one set
and all FUs in the other set. Then reschedule nodes based on
the minimum failure-rate bipartite matching. This algorithm
is shown in Algorithm III.1 V1 and V2 in the algorithm
represent the two sets used in the bipartite matching.

This algorithm first schedules all nodes using the ALAP
scheduling. Based on the schedule, we use the bipartite
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Algorithm III.1 FU Sch1 Algorithm
Input: a DAG G = 〈V, Ed〉, a set of FUs, a timing constraint L
Output: A task scheduling with failure-rate minimization

1: for all ui ∈ V ; do
2: ESTi ← starting time of node i in ASAP;
3: LSTi ← starting time of node i in ALAP;
4: FTi ← Finish time of node i in ALAP;
5: end for
6: for all Fj ∈ F do
7: SLj ← 0;
8: end for
9: Etotal ← 0;

10: while ∃ nodes not markeddo
11: for all Fj ∈ F do
12: if the first node inFj has no dependency constraintthen
13: put it into V1 ;
14: end if
15: put Fj into V2 ;
16: end for
17: construct a weighted bipartite matching graphGBM =

〈VBM , EBM〉; VBM = V1 ∪ V2 ;
18: for all ui ∈ V1 do
19: for all Fj ∈ V2 do
20: computeEij ;
21: add an edgeeij betweenui andFj into EBM ;
22: if SLj + tj(i)+ data migration delay≤ FTi then
23: setEij as the edge weight;
24: else
25: set the edge weight as infinity;
26: end if
27: end for
28: end for
29: M ← minimum-cost-bipartite-matching for nodes inGBM ;
30: for all eij in the matchingM do
31: mark uij as scheduled;Xi ← the matchingFj ;
32: Etotal ← Eij + Etotal;
33: SLXi

← max(ESTi , SLj) + tXi
(i);

34: Add the data migration delay intoSLXi
;

35: for all uk which is a dependent ofui do
36: update the dependence information foruk ;
37: if ESTk < SLXi

then
38: ESTk ← SLXi

;
39: end if
40: end for
41: end for
42: end while

matching to schedule nodes. For each FU, among those
nodes not marked by matching, the node with the earliest
start time is considered: if it has no dependency constraint
at that time, it’s inserted into the ready list. A bipartite
matching graph is constructed as follows: all nodes from
the ready list are on one side, denoted by a setV1, and
all FUs are on the other side, denoted by a setV2. Each
node,ui, in V1 has an edge connected with each FU,Fj,
in V2. If the schedule length of the FU plus the node’s
computation time is less than the finish time of the node
in ALAP, the edge weight is set to the failure rateEij.
Otherwise, the edge weight is set to be infinity. After
constructing the graph, call the minimum-cost-bipartite-
matching function to get a minimum cost bipartite matching.
Since the edge weight is set to the failure rate, the matching
produced by the function minimizes the reliability cost in

Algorithm III.2 FU Sch2 Algorithm
Input: a DAG G = 〈V, Ed〉, a set of FUs, a timing constraint L
Output: A task scheduling with failure-rate minimization

1: for all ui ∈ V ; do
2: Xi ← -1;
3: ESTi ← starting time of node i in ASAP;
4: LSTi ← starting time of node i in ALAP;
5: FTi ← Finish time of node i in ALAP;
6: end for
7: for all Fj ∈ F do
8: SLj ← 0;
9: end for

10: Etotal ← 0;
11: while ∃ nodes not markeddo
12: Min ← ∞ ;
13: take the nodeui , with minimum LSTi and not marked;
14: for all Fj ∈ F do
15: computeEij ;
16: if SLj + tj(i)+ data migration delay≤ FTi then
17: if Eij < Min then
18: Min ← Eij ; Xi ← Fj ;
19: end if
20: if Eij = Min then
21: Xi ← the FU with earlier finish time;
22: end if
23: end if
24: end for
25: mark uij as scheduled;
26: Etotal ←Min + Etotal;
27: SLXi

← max(ESTi , SLj) + tXi
(i);

28: Add the data migration delay intoSLXi
;

29: for all uk which is a dependent ofui do
30: update the dependence information foruk ;
31: if ESTk < SLXi

then
32: ESTk ← SLXi

;
33: end if
34: end for
35: end while

each scheduling step. After a match is found, schedule the
tasks on the corresponding FUs, mark the node and update
their descendants’ information, i.e. dependence constraints
and earliest starting time, recursively. Repeat this process
until there is no more node to be rescheduled.

Because the FU selection for a node is limited by the
finish time in the ALAP, the node can at least be scheduled
on the same FU as ALAP. Thus, as long as there is an
ALAP schedule for the graph, this algorithm won’t fail to
produce a schedule for all the tasks. As the failure rate is
the matching factor in the bipartite matching, the failure-rate
minimization is improved over the list scheduling algorithm.

B. FU Scheduling with Progressive Relaxation

FU Sch2 progressively improves the reliability based on
the schedule obtained by the ALAP scheduling. The idea
is to reschedule each node to reduce the system failure
rate as much as possible. It is shown in Algorithm III.2.
After the initialization, this algorithm first obtains an ALAP
schedule for all the tasks in the graph. Then repeat the
following steps until all nodes are marked: among all nodes
that are not marked, take the node with earliest starting
time and reschedule it to a FU such that the system failure
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Four Methods Comparison with 3 FUs
Bench. N. M1 M2 M3 M4

E E E % M1 % M2 E % M1 % M2
(µJ) (µJ) (µJ) (%) (%) (µJ) (%) (%)

WDF(1) 4 625 550 446 28.6 18.9 431 31.0 21.6
WDF(2) 12 1862 1649 1335 28.3 19.0 1284 31.0 22.1

IIR 16 2456 2135 1751 28.7 18.0 1678 31.7 21.4
DPCM 16 2548 2267 1837 27.9 19.0 1762 30.8 22.3
2D(1) 34 5402 4732 3825 28.6 18.5 3725 31.0 21.3
2D(2) 4 665 591 478 28.1 19.1 461 30.7 22.0

MDFG1 8 1321 1153 942 28.7 18.3 902 31.7 21.8
MDFG2 8 1487 1325 1075 27.7 18.9 1034 30.5 22.0
Floyd 16 2624 2259 1872 28.7 17.1 1801 31.4 20.3

All-pole 29 4475 3946 3211 28.2 18.6 3082 31.1 21.9
Average Reduction (%) 28.4 18.5 31.1 21.7

TABLE II
THE COMPARISON OF TOTAL FAILURE RATE WITH FOURMETHODS ON VARIOUS BENCHMARKS WHEN THE TIME CONSTRAINT IS1000.

Four Methods Comparison with 4 FUs
Bench. N. M1 M2 M3 M4

E E E % M1 % M2 E % M1 % M2
(µJ) (µJ) (µJ) (%) (%) (µJ) (%) (%)

WDF(1) 4 768 665 534 30.5 19.7 505 34.2 24.1
WDF(2) 12 2298 2006 1603 30.2 20.1 1521 33.8 24.2

IIR 16 3041 2601 2104 30.8 19.1 1979 34.9 23.9
DPCM 16 3102 2669 2168 30.1 18.8 2021 34.8 24.3
2D(1) 34 6523 5645 4521 30.7 19.9 4294 34.2 23.9
2D(2) 4 812 705 569 29.9 19.3 531 34.6 24.7

MDFG1 8 1687 1483 1185 29.8 20.1 1121 33.6 24.4
MDFG2 8 1811 1568 1273 29.7 18.8 1187 34.5 24.3
Floyd 16 3257 2822 2265 30.5 19.7 2145 34.1 24.0

All-pole 29 5503 4790 3831 30.4 20.0 3623 34.2 24.4
Average Reduction (%) 30.3 19.6 34.3 24.2

TABLE III
THE COMPARISON OF TOTAL FAILURE RATE WITH FOURMETHODS ON VARIOUS BENCHMARKS WHEN THE TIME CONSTRAINT IS1000.

rate is minimized. A node can only be rescheduled to a
FU if its finish time is earlier than that in ALAP and
the task does not overlap with other tasks remaining in
the ALAP schedule. The choice of the node is made this
way because the remaining nodes can always be scheduled
within the time constraint as long as the ALAP schedule
exists for this task graph. After this task is scheduled, mark
the node, update the dependence constraint information and
the earliest start time for all its descendants recursively,
update the system failure rate and the schedule length, then
continue this process until all nodes are marked.

IV. EXPERIMENTS

In this section, we present our experiments with the our
algorithms on a set of well-known DSP benchmarks includ-
ing Wave Digital filter (WDF), Infinite Impulse filter (IIR),
Differential Pulse-Code Modulation device (DPCM), Two
dimensional filter (2D), Floyd-Steinberg algorithm (Floyd),
and All-pole filter. We build a simulation framework to
evaluate the effectiveness of our approach.K different FU
types,F1, · · ·, FK, are used in the system, in which a FU
with typeF1 is the quickest with the highest failure rate and

a FU with typeFK is the slowest with the lowest failure rate.
Each task node has different failure rates under different FU
types. Due to the page limit, we don’t list the detail table
in this paper.

We conducted experiments on four methods: Method
1: list scheduling; Method 2: the TBFT algorithm in [9];
Method 3: our algorithm FUSch1; Method 4: our algorithm
FU Sch2. In the list scheduling, the priority of a node is set
as the longest path from this node to a leaf node [12]. The
experiments are performed on a Dell PC with a P4 2.1 G
processor and 512 MB memory running Red Hat Linux 9.0.

The experimental results for the four methods are shown
in Table II to Table III when the number of FUs is 3 and 4,
respectively. Column “Bench.” stands for the benchmarks
we used in the experiments. Column “N.” represents the
number of nodes of each filter benchmark. Column “M1”
to “M4” represents the four methods we used in the exper-
iments. Column “E” represents the minimum total system
failure rate obtained from four different algorithms. Column
“% M1”, “% M2” under “M3” and “M4” represents the
percentage of reduction in total failure rate, compared to
Method 1 and Method 2, respectively. The average reduction
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Four Methods Comparison on IIR with 3 FUs
Time M1 M2 M3 M4

E E E % M1 % M2 E % M1 % M2
(µJ) (µJ) (µJ) (%) (%) (µJ) (%) (%)

300 2702 2630 2329 13.8 11.4 2256 16.5 14.2
400 2650 2578 2221 16.2 13.9 2176 17.9 15.6
500 2627 2473 2136 18.7 13.6 2067 21.3 16.4
600 2603 2356 2017 22.5 14.4 1937 25.6 17.8
700 2578 2302 1939 24.8 15.8 1872 27.4 18.7
800 2527 2222 1867 26.1 16.0 1787 29.3 19.6
900 2478 2148 1802 27.3 16.1 1712 30.9 20.3
1000 2456 2135 1751 28.7 18.0 1678 31.7 21.4
1100 2431 2106 1707 29.8 19.0 1641 32.5 22.1
1200 2381 2046 1655 30.5 19.1 1568 33.5 22.5

TABLE IV
THE COMPARISON OF TOTAL FAILURE RATE WITH FOURMETHODS ONIIR FILTER UNDER DIFFERENT TIME CONSTRAINTS.

is shown in the last row of the table.
The results show that our algorithms for the FRMFS

problem can significantly improve the performance of ap-
plications on WSNs. All of our algorithms (Method 3
and Method 4) improve the failure-rate reduction over the
traditional list scheduling algorithm. Among them, FUSch2
(Method 4) gives the best performance. We can see that with
more FUs selections, the reduction ratio for the total failure
rate has increased. For example, with 3 FUs, compared
with Method 1, FUSch2 (Method 4) shows an average
31.1% reduction in total failure rate. While using 4 FUs, the
reduction rate changed to be 34.3% for total failure rate.

It is worthwhile to pointing out that we obtain this
improvement ratio without sacrificing performance. For
example, Table IV shows the failure rate vs. time constraints
by benchmark IIR filter. FUSch2 (Method 4) improves the
failure-rate reduction significantly when the time constraint
is large. If the time constraint is small, it still improves the
failure-rate reduction while meeting the constraint. FUSch1
(Method 3) can always improve failure-rate reduction as
long as there exists a schedule by the ALAP scheduling.
The improvement is not as significant as FUSch2 (Method
4) when the time constraint is large. This is because the
algorithm always tries to use all available FUs in each step,
while FU Sch2 (Method 4) schedules one node in each
step and avoid FUs with high failure rate if possible. Both
FU Sch1 and FUSch2 are novel algorithms. FUSch1 is
more straight forward and has lower complexity. FUSch2
can achieve better results but is more suitable for smaller
systems. Both these two algorithms can give solutions that
are very close to the optimal solutions (less than 15% to
5% difference in average) in most cases.

V. CONCLUSION

In this paper, we studied the scheduling problem that min-
imizes the total failure rate of a system without sacrificing
performance on WSNs. We proposed two highly efficient
algorithms to solve the FRMFS (Failure Rate Minimization
with FU Scheduling) problem for WSN applications. By
using multi-FU scheduling, our algorithms improve both the

performance and failure-rate-minimization of WSN applica-
tions. A wide range of benchmarks have been tested on the
experiments. The experimental results showed that our algo-
rithms significantly improved the failure-rate-minimization
while satisfying performance requirements for applications
on WSNs.
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