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Abstract— In random key pre-distribution techniques for wire-  techniques are based on the existence of a Certificate Au-
less sensor networks, a relatively small number of keys are thority (CA), but such CAs may be unavailable in WSNSs.

randomly chosen from a large key pool and loaded on the sensors pyqtribytion of a secret key for every possible communimati
prior to deployment. Aftt_er deployment, ea_ch sensor tries to flnd_ a link is non-trivial due to the large number of sensors and
common key shared by itself and each of its neighbors to establish 9

a link key to protect the wireless communication between the limited on-board memory size. To this trend, key pre-
themselves. One intrinsic disadvantage of such techniques is thatdistribution techniques have been proposed and studied [1]

some neighboring sensors do not share any common key. In[4]. These techniques allow the sensors to randomly pick a
order to establish a link key among these neighbors, a multi-hop relatively small number of keys from a large key pool and

secure path may be used to deliver the secret. Unfortunatelyhe - - . .
possibility of sensors being compromised on the path may render two neighboring nodésthen try to find a common key that is

such establishment process insecure. shared by themselves.
In this work, we propose and analyze a Just Enough Re- In some WSNs, some nodes need to communicate with

dundancy Transmission (JERT) scheme that uses the powerful gach of their neighbors, such as the cluster heads in the
Maximum Distance Separable (MDS) codes to address the prob- ¢ ,gier hased WSNs [7]. Therefore, in order to secure afighe
lem. In the JERT scheme, the secret link key is encoded ifwn, k) S '
MDS code and transmitted through multiple multi-hop paths. COMmMunication, a key needs to be shared by such a node
To reduce the total information that needs to be transmitted, With each of its neighbors. Due to the randomness of the key
the redundant symbols of the MDS codes are transmitted only selection process in key pre-distribution, some commuioica
demonstrated 10 be eficient and resiient against node capture. | 40 ot have any common key. In [2], & secret link
emons . ; H H :
One salient feature of the JERT scheme is itsgflexibility of tra%ing key delivery technique using a ”.‘“'“'hOp secure path_was
transmission for lower information disclosure. proposed: one of the two neighboring nodes finds a multi-hop
secure path toward the other node. Each pair of neighboring
nodes on the secure path share at least a common key, which
could be different throughout the path. Then a secret link
key is generated from the source node and sent toward the
destination through the secure path. The small geographica
. INTRODUCTION separation between the source and the destination enables
Wireless Sensor Networks (WSNSs) have attracted significgerompt acknowledgment and efficient secret verification.
interests from the research community due to their potisntia Such a multi-hop secure path scheme works quite well when
in a wide range of applications such as environmental sgnsinone of the nodes on the path is compromised and all sensor
battlefield sensing, and hazard leak detection. The sgcuriodes forward the secret key honestly. However, the scheme
problem of these WSNs are important as the sensors migjals security problems if any of the nodes is compromised
be deployed to unfriendly areas. When any of the sensorsoiscaptured by the adversary. Such a compromise affects the
compromised or captured, the information on the sensor riaulti-hop secure path scheme in the following way: 1) since
disclosed to the adversary and its operation may be comtiolthe secret link key is decrypted and re-encrypted by each
by the adversary. sensor on the path, it may be disclosed to the adversary; and
In order to secure the communication between a pair of se2)-the adversary can modify or drop the information passing
sors, a unique key is needed. Since public/private (asynthetthrough.
keys require significantly more computation than secrangsy In this work, we address the problem of compromised sen-
metric) key techniques, the latter is preferred in WSNs [1lsors modifying and eavesdropping on the secret information
[6]. In addition to the computation cost, public/privateyke such multi-hop paths. We use the powerful Maximum Distance
An early version of this paper was presented in InternatiGoaference on Separal.)Ie.(MDS) codes to deveIOp a \?US'[ EnouQ-h Reduhdancy
Mobile Ad-hoc and Sensor Networks (MSN'05), Wuhan, Chingcember | 1ansmission (JERT) scheme to provide protection for mf0|_r
2005. mation delivery. In the JERT scheme, the secret link key is
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multi-hop paths. To reduce the total information that neteds the sender to add extra overhead to each packet that is to be
be transmitted, the redundant symbols of the MDS codes aransmitted over multiple paths. The goal is to find the optim
transmitted only if the destination fails to decode the secrway to fragment the packet into smaller blocks and deliver
Since paths with different hop-counts may be compromiséisem over multiple paths. The focus of [10], [11] is on the
with different probabilities, we further differentiateetimumber problem of missing some of the messages but not modification
of symbols sent through these paths. One salient featureobtthem.
the JERT scheme is its flexibility of trading transmission In [12], an efficient information dispersal mechanism was
for lower information disclosure. Our analysis and simolat developed to provide security, load balance, and fault tol-
results show that the proposed technique is highly effi@edt erance for communication networks. The mechanism uses
resilient against node capture. Reed-Solomon codes to recover link faults and to provide
The paper is organized as follows: in Section Il, wesecurity. In this technique, all redundancy is sent alont wi
overview related work. The secret link key delivery problerthe information symbols, increasing transmission ovethea
is formulated in Section Ill. In Sections IV and V, wesignificantly.
present the JERT scheme and our analysis. The performancReed-Solomon codes were used in a similar way for the
evaluation results are provided in Section VI. We summarixey establishment of wireless sensor networks by Huang and
and conclude this work in Section VII. Mehdi [13]. The technique was proposed to combat Byzantine
attacks on the multi-hop paths. With the use of thek) Reed-
Solomon codes, the proposed scheme is resilient=tan —
k)/2 faulty paths, which may drop or alter the information sent
Reference [1] proposed a random key establishment teg¢hrough. Furthermore, the receiver can identify faultyhgais
nique for WSNSs. In this technique, each sensor is pre-loadfg as their number is not greater thanin this scheme,
a number of keys that are randomly selected from a large ket + 1) symbols need to be transmitted, limiting its appli-
pool. After deployment, two neighbors can establish a gecwations of Reed-Solomon codes for largeor ¢.2 Compared
communication if they share a common key. Otherwise, thyith the work by Huang and Mehdi [13], our scheme employs
need to exchange a secret key via a multi-hop secure pafh. efficient incremental information transmission techeiq
Reference [2] extended the technique igptcomposite random that lowers the expected overall overhead significantly iand
key establishment technique which forces two neighbors ¢an also be performed with RS codes of lafger larget.
establish a secure communication only when they sharegxtra symbols are transmitted only when they are necessary.
common keys, wherg > 2. Based on [1], two similar randomwe argue that, with the source and the destination being
key pre-distribution techniques that used multi-spaceg@yl direct neighbors, the cost of acknowledgment transmission
to improve network resilience and memory usage efficiengy low. We further take advantage of the fact that different
were developed independently in [3], [4]. paths have different probability of being compromised or
A multi-path key reinforcement technique was proposasecoming faulty. Therefore, different amounts of symbaks a
in [2] to enable two nodes to establish secure communicatigant through paths of different lengths in the JERT scheme.
even if they do not share enough common keys (with the use oflMDS codes have been used in the Automatic-Repeat-
the g-composite technique). These two neighbors first identifeQuest (ARQ) protocols to reduce the transmission overhea
all secure paths between themselves. Then one node genermgiecommunication systems [16], [17]. In [16], Reed-Solomon
a set of random numbers (of the same size) for all the paths af@dles were used in a type-II hybrid ARQ protocol. In the first
send one number to the other node through each of the pathgasmission, a relatively high rate Reed-Solomon codé wit
After the destination receives all the numbers, it excl$DRs fewer redundancy is used. When an additional transmission
all of them to obtain the secret link key. The multi-path keys needed, only the redundant symbols are sent. With such
reinforcement scheme significantly improves the protectib a technique, the overall code rate is reduced. This scheme
the secret link key from being disclosed to the adversafyicreases the system throughput by reducing the transmissi
This scheme takes care of only information disclosure to tlerhead. In [17], punctured MDS codes were used for the
adversary but not information modification. It fails if any otype-Il hybrid ARQ protocol and a modified version (with
the paths is compromised by the adversary and the numbefeger decoding operations) of the scheme proposed in [16]
modified or dropped. was presented.
In [8], [9], combinatorial set was used to distribute keys
to sensorgrior to deployment. Such a deterministic combi- m
natorial set technique allows each key in the key pool to be ) ) ) ) )
assigned to a constant number of sensor nodes. Therefere, th/Ve explain the link key establishment problem in WSNs in
number of nodes that each sensor shares a common kej'&e€ details in this section. The key pre-distribution scbs

fixed.
. . 2The (n, k) codes are used to share secrets amongers, any: of which
A Secure Routing Protocol (SRP) was proposed n [1911n recover the secret cooperatively. Shamir's scheme [14hés of such

to send additional information to protect routing inforinat schemes. As pointed out in [15], a Reed-Solomon code may bedreata

from being dropped. To combat the problem of t0p0|og§pecial(n7 k) secret-sharing scheme with tamper-resistant capabilitgusec
it can correct errors. Also pointed out in the same work, thamexity of the

instability in Wireless_ netvv_orks, a_ multi-path routing saie decoding algorithm of the Reed-Solomon code is similar to dfic@hamir's
was proposed and investigated in [11]. The scheme alloweme.

Il. RELATED WORK

. PROBLEM FORMULATION



such as [1], [3], [4], [18] provide memory-efficient and reon the multi-hop secure path is compromised or captured by
silient ways to establish secret link keys farfraction of the adversary, the secret link key is disclosed. A compeainis
potential communication links. The rest of the communamati sensor may also modify or drop the key information passing
links need to establish their secret keys by other means suiclough itself. What fault tolerant mechanism should we use
as multi-hop delivery. to send the secret link key between two physical neighbors
efficiently and securely?

Note that we work on the problem of sending secret link
key information between two neighbors which do not share
a common key after the key pre-distribution process. Other
security provisions such as authentication and confidégtia
may be provided once the secret key is delivered, but are out
of the scope of this work.

In Section IV, we introduce the powerful Maximum Dis-
tance Separable (MDS) codes and use them in our Just
Enough Redundancy Transmission (JERT) scheme to solve
Fig. 1. lllustrations of multi-hop key establishment. this problem.

A few sensor nodes are shown in Fig. 1. Each line segmentV. THE JUST ENOUGH REDUNDANCY TRANSMISSION
connecting two nodes represents that these two nodes ghare a (JERT) SHEME
least a common key, e.g., nodes E and F share at least a keYy/aiable Definitions
Note that nodes S and T do not share any common key. Now
assume that nodes S and T, which are physical neighbors, nee I(:jor the sake of clarity and convenience of the readers, we
to establish a secure communication that requires a séutket IIISt some major variables used throughout this paper:
key. As suggested in [1]-[3], in order to establish a se¢nét | * 7 the number of total symbols of the MDS code;
key between nodes S and T, a multi-hop secure path may be k: the number of information symbols of the MDS code,
used to deliver the secret key. For example, node D may be k<n;
used to relay the secret key between nodes S and T. Since 7- the length of secret link keyy < k;
only one multi-hop path is used in the key delivery, we term * ¢ the threshold on the portion of information symbols

it the Single Path (SP) scheme. being disclosed to the adversary;

The SP scheme may be summarized as follows: when node 5: @ primitive element in a finite field that can represent
S needs to establish a secret link k&y;,,., with node T, node all nonzero elements in the finite field;
S finds a paths — Ny — N — - -- — Nj, — T, whereS shares « t: maximum number of errors (in symbols) that the MDS
a key with Ny, N; shares a key (could be different) wift,, code can correct, = | (n — k)/2];

-, and N}, shares a key witl". Then node S encrypt&y;, « m: the number of available paths;
with the secret key shared by itself and nalle and sends ¢ Piocai: the connectivity probability (on the security);
the encrypted message to note. Node N; decryptsK i, e ¢=(C0,C1,---,Ck—1,Ck,---,Cn—1): the codeword of an
using the common secret key shared with néd&hen node (n,k) MDS code;
N; sendsKj;,,, to nodeN, using the same technique. This * € the maximum number of transmissions that the JERT
process continues untlt;;,,,, reaches the destination, nodle scheme performs;
Some examples of such multi-hop paths in Fig. 18reD — « ¢;: the fraction of the total symbols that are being
T.S—A—-B—-T,andS—-E—-F—-G-T. transmitted in each round on theth path;

In general, random key pre-distribution schemes such as [1]® 71:72,---,7c: the number of extra symbols sent out by

[3], [4], [18] may experience some communication links lgein ~ the source in each additional transmission;
exposed when some sensors are compromised. This is because’o = k: the number of symbols sent out by the source in
some keys are simply reused by other communication links. In the first round of transmission;
the multi-hop path link key establishment process, theetecr * h;: the hop-count of thg-th path;
link key Kj:,i is decrypted and then re-encrypted by each * #: sensor node compromised probability;
of the sensor nodes on the multi-hop path. If i) any of these® 77 the number of total routers used by the JERT scheme;
sensors is compromised during the WSN initialization prepes ¢ “c: the number of compromised sensors on all of the
or ii) the adversary is able to decrypt the recorded infoiomat multi-hop paths used by the JERT scheme;
after it compromises sensor nodes later on, such a secket lin® L: the maximum number of hops of all multi-hop paths
key Kk is exposed. A compromised sensor may modify or ~ used by the JERT scheme;
drop the secret information passing through in the muli-ho ¢ . the number of compromised paths among the
path key delivery process. This leads to the following peotul ayg;lg?l)e f&l}['g"hOP paths; ~

Problem Statement: In key pre-distribution schemes for : the secret disclosure probability of the
WSNSs, some neighboring sensors do not share any common JERT scheme and the SP scheme, respectively;
key. Their secret link key needs to be established throughe /%), 6(57): the expected number of transmitted sym-
multi-hop secure paths. However, when any of the sensors bols of the JERT scheme and the SP scheme, respectively.



B. MDS codes For example, §1023,255) RS code with 384 symbol-error-

We first review the MDS codes [16], [17] that will be used irfforrecting cap_ability is ofl0 x 255 = 2550 _information bits.
the JERT scheme. Let Hamming distance between two vectdf¥ computational cost of the encoder is roughly. — k)
(codewords) be the number of distinct positions between nagditions a”d?(" — k) multiplications?®
vectors. An (n, k,dmin) MDS code is a linear block code The decoding processes of RS codes are more complex.
whose minimum Hamming distands,;, between any pair of Let(z) be then rtlecelved polynomial andz) = c(x) + e(),

distinct codewords must satisty,,;,, = n — k+ 1, wheren is _ g . .
the code length and is the dimension of the code. Therefore‘,’meree(x) N Z ¢;v’ is the error polynomial. Sincg(z)

each codeword in thén, k,n — k+1) MDS code has exactly (and hence:(xj):(;lasﬂ,ﬂ% ..., 3% as roots, the syndromes
n symbols among which there are information symbols. S, can be calculated as
Usually, the extran — k symbols are called parity checks or

n—1
redundancy of the code. Furthermore,(ank, n—k+1) MDS i imiy < i .
code will be able to recover any errors if Si=r(f) =e(5) = z;) e fori=1,...,2t. 2)
j:
v < V — kJ ) Assume thatv < ¢ errors occur in unknown locations
2 J1,J2, .- -, Ju Of the received polynomial. Then

MDS codes are optimal in the sense that they provide the
largest possible minimum Hamming distance between code-
words and hence can correct most number of errors. Theree;, is the value of the/-th error,¢ = 1,--- ,v. The
most famous family of MDS codes are Reed-Solomon (R8gcoding process is to find al} ande;,. Instead of solving
codes. Efficient decoding algorithms for MDS codes have begte set of the abovét syndrome equations, an intermediate
studied extensively in [19], [20]. In the following, we gi& polynomial, called error-locator polynomial, is introdutas

— 6. 1 D Cpd
e(m)_ehx +6321‘ + +6Jvmuv

brief description of the encoder and the decoder of RS codes. .
Let GF'(27) be the finite field of ordeR™ such that each Az) = H(l — a2 =14 Az + -+ Ay .
element inGF(27) can be represented hy bits. An (n, k) =1

RS code is a linear code, where each symbol i&if(27),

. . The coefficients of error-locator polynomial can be detewedi
with following parameters:

by the Berlekamp-Massy algorithm or Euclid’s algorithmttha

n=2"—-1 are of time complexityO(t?) [19]-[21]. Once all coefficients
of the error-locator polynomial are found/* can be deter-
and Lo mined by successive substitution through Chien search [21]
n—k=2t,

Finally, e;, can be calculated by the Forney’s formula [21].

wheren is the total number of symbols in a codewofdis Each of the RS decoding processes can be implemented in
the total number of information symbols, ahés the symbol- either hardware or software. Hardware implementations wit
error-correcting capability of the code. Let the sequerfcg o moderate/high speed but :;mall/large h_ardware have been_pro
information symbols ifGF(27) bem = (mg, m1, ..., mi_1) posed [19]-[21]. Software implementation of the RS decgdin

andm(z) be the information polynomial o represented as Process can be programmed on a general-purpose processor
1 [21]. The first step in the decoding of an RS code is to

m(z) =mo+miz+- - +me_1z . compute the2t syndromes. Combining with Horner’s rule,
this step requiregn — 1)¢ additions andnt multiplications.
Finding the coefficients of error-locator polynomial regsi
o(x) = m(z)g() | roughly 2_t2 additions and2¢? multiplications. In the worse
case, Chien search needs to substitufield elements into the
where g(z) is a generator polynomial of the RS code. It igrror-location polynomial of degreeto determine its roots.
well-known thatg(z) can be obtained as This requiresnt multiplications andnt additions in software
9 o implementation. The computational complexity of Forney’s
gle) = (@+p)@+p5) @+ 57) forl?nula calculation, the firF:aI step of thepdecgding procgss,

The codeword polynomiak(x), corresponding ton(z) can
be encoded as

= go+q1x+ gax’ + - 4 gaur® (1) s similar to that of finding the coefficients of error-locato
where is a primitive element irGF(27) andg; € GF(27). Polynomial. In total,(2n — 1)t + 4¢2 additions andnt + 4¢2
Note thatg(z) hasj, 32,..., 3% as roots. multiplications are needed to complete the decoding psces
Another way to encode(z) is to use polynomial division ~When the table look-up technique is implemented, the
as additions and multiplications o:F'(27) have roughly the
c(z) = 22m(z) + p() same complexity. Le3 be a primitive element of7F(27)
’ and all elements in this field can be expressed as powess of
where Each multiplication calculation takes modular additiontwb
p(z) = 2*'m(z) mod g(z) . exponents or2” — 1. The addition calculation is implemented

Since each symbol is representgd b)bi.ts, an(n, k) RS 3The addition and multiplication are performed 6H(27) which can be
code can be expanded to &m, 7k) binary linear block code. implemented by table look-up method.



by Zech'’s logarithms [22] and takes one subtraction, one-mod
ular addition or2™ — 1 and one memory access. The memo% ,
usage is thenr2™ bits to implement Zech’s logarithms. For 17}1’
GF(2') used in our simulations, the memory required is only,
1.25 kilobytes. :

The MDS codes have several nice properties that maKke'e
them very useful. Two of such properties are given as follows
without proof.

Property 1: Punctured (shortened) MDS codes are MDS.

dmTo
dmT1
QW(L T2

QWL TEi

A code ispuncturedwhen some parity symbols are delete(&igd- 2d- Illustralltioln of t}?e JERT scheme(.j Assume thatdthere nare
: e -t Node-disjoint multiple paths. The MDS code is separated injo =
from each codeword in the code. Similarly, a codesli®rt P, 7a....,re. Each pathj sendsgr, symbols ini-th round untl the

enedwhen some information symbols are deleted from eagéteiver decodes the transmitted secret successfullylorddakes place when
codeword in the code. For instance, @) k,n —k+1) MDS i reaches.
code can be punctured (shortened) tdan j, k,n—j—k+1)
((n—j,k—j,n—k+1)) MDS code by deleting corresponding
parity (information) symbols from each codeword.

Property 2: Any k coordinates of an MDS code can be use
as information symbols.

According to this property, by knowing anly symbols of
a codeword in an MDS code, we can recover other k
symbols for this codeword.

all information correctly and regenerates the secret key se
Hy the source, our scheme terminates. Otherwise, the source
sendsr; extra symbols in its first additional transmission.
If the destination succeeds in secret key regeneration, our
scheme stops. Otherwise, the same process continueshantil t
n symbols are exhausted.

Letry,ry, ..., 7. be the numbers of extra symbols sent out
by the source in each additional transmission (the values of
C. The Just Enough Redundancy Transmission (JERT) Schemel < ;i < e, will be determined in Section V-B). Note

Let ¢ = (co, 1 Ch1,Ch ¢n_1) be a codeword of that, in our scheme, the source only needs to send out up
) A — 1 )ty N — tp .
an (n, k) MDS code overGF(27), wherec; € GF(27), 0 < 10 ;2 r; symbols whent, paths are c_omprom_|sédLet
i <n—1,is a symbol. Herey, ..., c,_; are the information ¥ = (Yo,¥1,---,¥e—1) be the corresponding received vector

that the source needs to send to the destination. Assume ffdhe destination when the source has sent/aytmbols up
the secret link key generated by the source is of lengthk 0 nNOW.

and can be generated by a functirof these information if ~ The JERT scheme is given as follows:

the destination decodes the codewerdorrectly. The design 1) The source first encodest symbols, ¢ =

goal of our scheme is to tolerate up daccompromised paths (co,c1,-..,cx—1), Into a codeword withn symbols,
and to send as few symbols as possible. Sincénah) MDS ¢ = (Co,C15-- 0y Cho1,Chs- .. Cno1),” Whererq = k.
code can recover up t — k)/2 errors,n should satisfy Initialize i =0, b =0, ands = r; — 1.
2) The source transmitg;r; symbols specified by and
n=k+2v, @) sinc i.e, ¢ = (¢, cor1,-..,cs), along pathj for
’ y &g 9 “+1 yCs )y
wherev is the number of errors occurring on a codeword and 1 < J < m. If ¢;r; is not an integer, a round-off value
we have implicitly assumed that — k is even. will be used instead. _

In this work, we assume that the costs of all one-hop trans-3) Assume that the destination receives all sym_bolg from
missions are the same. Therefore, the transmission owrtea them paths agy; = (s, ys+1, - - -, ys).° The destination
cost of sending a packet through one path is proportionasto |~ @Ppendsy; to all the previously received symbols to
hop count. The unit of such cost jsymbol- hop. We neglect form a longer codeword. Then it tries to decode this

other extra costs such as MAC layer headers and physical laye ~ codeword in order to obtain thesymbols. If the decode
headers. We argue that our transmission overhead analiisisw ~ Process fails due to more thanerrors, then go to
hold as long as the number of symbols being sent is large Step 4 directly; otherwise, it verifies this result with the

compared to these extra costs. source through the challenge-response technique (recall
In order to minimize such transmission overhead and to si-  that the source and the destination are direct physical
multaneously maximize the security protection of the sahem neighbors). If the regenerated secret link key is verified,

the sender should send different numbers of symbols through the transmission of the secret link key has succeeded;
different paths,_ accord|_ng to their hop-counts. Assumem&} 4This is always true when; — 1/m for all 1 < j < m. For other values
sender transmitg; fraction of the total symbols that are beingf ¢;, ¢, is the average resuit.

transmitted toward the destination in one round througln pat 5Note that the firstc symbols of the codeword do not have to be the

. < i< m " . same as, as our notation suggests. When they are different, thendeisin
Js Where l<j=m and ZJ:I 4; 1. The values qu]’ _gr an adversary need to use a decoding function to regertbmtaformation
1 < j <m, affects the performance of our scheme. We Willymnols. This increases the operational complexity but &igmproves the

determineg; in Section V-A. system security.

A brief outline of the JERT scheme is given as follows 6The source can notify the destination the number of transthityenbols
over plain text (recall that the source and the destinatiodes are direct

(cf. Fig'. 2): IetrQ : k be the pumber of symbqls S.ent _by th%hysical neighbors). Therefore, the event of symbols bemgmed is similar
source in the original transmission. If the destinatioreieégs to that of symbols being modified along the multi-hop paths.



Otherwise, go to Step 4. make sure that the expected number of symbols compromised
4) If i = e, then the key establishment fails due to too manmyn each path is more or less the same.
compromised paths. Otherwise, the destination asks forLet ; be the hop-count of path, 1 < j < m, andz the

another round of additional transmission. probability of nodes being compromised. Then the probigbili
5) The source sets=i+1,b=s+1, s =s+r;, and that pathj is compromised, given that the source and the
repeats Step 2. destination are not compromis&ds

Therefo_re, compar_ed .W'th [16], [17], which have only Prlat least one router in between is compromjsed
one additional transmission, the JERT scheme sends naultipl o ]
retransmissions when necessary. source and destination are not compromijsed

Note that the JERT scheme does not need to know the Prlat least one router in between is compromjsed
identification of the compromised paths to decode the secret — 1 _ prinone of the routers is compromiged
successfully. The MDS decoder at the receiver will automat- 1—(1— x)hi*l
ically correct any modification by the compromised nodes ’
in these paths and request for additional transmission wheherel < j < m.
necessary. The expected number of symbols being compromised for

pathj is
D. Multi-hop Paths g -[1—(1- x)i 1]

Before we present our analysis of the JERT scheme, WRd the source node needs to make sure that
discuss the path selection process and its effect on therperf
mance of the JERT scheme. In this work, we assume that a g-[l—=(l—a)s ] =Cforall j. (4)
source node identifies: multi-hop paths between itself andg
the destination. Such paths could be chosen from the node-

ince> ", ¢; = 1, the constanC' should satisfy

disjoint paths, in which none of the multi-hop paths shares a O = 1
common node other than the source and the destination [23]— m 1

[25]. Another option is to allow the source node to randomly 1—(1—a)h1
select among all available paths. The result is that sonfespat =1

may have common nodes and thus the security performancgvhenz is small,1 — (1 — z)*~! may be approximated as

worsens. The benefit of such a selection technique is that it P

does not rely on the availability of node-disjoint multigho 1 — (1 =) ~1—[1—(h; —1)z] = (h; — 1)z .

paths and eliminates the cost of identifying such péths. Therefore.C' becomes
As suggested by Chan et al. [2], it is always beneficial to

choose short multi-hop paths instead of long multi-hop path C=~ % ,
As the length of a multi-hop path increases, the possibility Z 1
of path compromise is higher. As we limit ourselves to short = hi —1
multi-hop paths, however, the number of available paths MaY | we have
be limited. We evaluate the values:afunder various network
conditions and the effect of suchw paths on the security N C hj1_1
performance of our scheme in Section VI. The proposed JERT 4~ (hj — 1)z T~ m 1 ®)
scheme works with any set of multi-hop paths and node- Z o1
disjoint multi-hop paths. i=1""
Thus, we have derived a closed form fgr, 1 < j < 'm,
V. ANALYSIS that is unrelated ta;, whenz < 1.
In this section, we derive formulas for the fractions of
symbols to be transmitted through each path,1 <j <m, B. Selections of,rs,...,re
and the number of additional symbols to be transmitted in The values of | + can be determined as follows. In
17 27 ) .

each round,r;, 0 < i < ¢, for the JERT scheme. We
will also investigate three performance aspects of the JE
scheme and the SP scheme, which sends the secret link
through a single multi-hop path: secret information disaole,
transmission overhead, and computation overhead.

Igg.rrder to reduce the total number of symbols to be transmitted
i each transmission we should add as little as possiblenredu
chy that can correct errors due to one more compromised

In general, when one round of the JERT scheme fails, the
next round of transmission should provide the recejusit
A. Selection of1, g2, ..., qm enoughsymbols so that it can correct the errors due to one
Due to the lack of the knowledge of which paths may beore compromised path. In our JERT scheme, however, each
compromised, the source node has the following best optigrath transmits different amount of symbols. While providing

"The procedure to establish such secure paths is out of thEe sufothis 8A compromised source or destination makes the key exchange mgeani
paper. Please see [23]-[25] for more details. less.



better security performance, such a transmission tecknigu Sincee is the maximum number of compromised paths that

makes the determination of,r, ..., r. rather complex. can be tolerated by the JERT scheme, the set ofs, ..., 7.
In this subsection, however, we determing ro,...,7. should satisfy:

with the help of the average number of the symbols transditte e

on all routes. Thus, we assume that, in the next round oftrans Z ri<n—=k,

mission, each route carries the same amount of information. i=1

This makes our analysis tractable. In Section VI, we wil\8howhich leads to (based on (11))
the effectiveness of our simplified model. { ek w

Let gq.0y be the average value af, 1 < j < m. Since <n-—-k.
m 7 m — 2e
>.i=14; =1, we have
1 Therefore,e should satisfy
g = — . 6 —k
Gave = 1 © e< % (13)
In the following, we derive a set af;,rs,...,r. such that, "

when up toi — 1 rounds of transmission fail to allow the /S & Point of reference, when = 1023, k = 255, m =

receiver to regenerate the secret link key, i@ round of 15, the maximum value ot is 5 due to (13). The array;,

symbol transmission corrects the errors caused by one mgré i <e is {25540 53 77 122 218

path,0 < i <e. ) )
Sincegqyg = 1/m, by noticing thatr; symbols are added C. Information Disclosure

in order to correct the errors caused by one compromised pathWe start our discussions on the security performance of

we can determine; as information disclosure by presenting the attack model. An
, i , adversary takes control of some compromised sensors. The
(1 + ) < 51 . (7) adversary may control the sensors to perform one of the
m m

following three activities:

correction capability due to the transmission of the addéi passing through, but they do not modify these symbols;
71 Symbols. _ o _ « (Modifying SensorsJhe compromised sensors may mod-
Taking the smallest integer that satisfies the above inequal ify or drop the symbols that are passing through;
ity, we have « (Hybrid) A combination of the above two categories of
2%k sensors. Some sensors observe and record the secret in-
= {m _ 2} : (8) formations. Others modify or drop the secret information.

An analysis on the third category of action would be quite
complex and is out of the scope of this paper. We focus on the
first two categories of actions instead. In this subsectios,

¢ ¢ 1 study the security problem caused by the observing sensors.
m k+ Zri < 5 Zri : 9) Recall thatz is node compromised probability, < = < 1.
=1 =1 Let Pr[Ps, ,,...s,] be the probability of eventS that the

In order to reduce the total number of symbols transmittegource and the destination fing paths with length (hop-
we choose the smallest that satisfies the above inequalitycount) 2, s; paths with length3, ---, and s; with the
Therefore, maximum lengthZ (note that all these paths are secure multi-

In general, the value of,, wherel < ¢ < e, must satisfy
the following inequality

20k -1 hop paths). Such a probability is dependent on the algorithm
= { - Zr,—‘ to search for the node-disjoint paths and will be discussed
m =2t i=1 in Section VI. Since all found paths are node-disjoint and
2k =1 m = sy + - -+ + s, the total number of routers is
= { 1 DR (10) L
m — 20 ‘
i=1 ny = Z(z —1)s; . (14)
Based on (10), when there ateompromised paths between i=2
the source and the destination, the total number of addition we denoteB,, as the event that. out of theny routers
symbols that should be transmitted is are compromised. Based on an independent compromised
probability z, the probability of eveniB,,, taking place is

i=1 Pr(Bg,) =

Zé:m = [mek%—‘ . (112) <7”LT

>w$c(1 — )T e (15)

Let A4,, be the event thain, among them available
- { 20k W B [ 2(6 - 1)k W (12) Paths are compromised by the adversaext we evaluate

m —2¢ m —2(¢ —1) . . . o .
9We use a different variable thanin order to distinguish the two different
whenl </ <e. kinds of compromises: information modification and informatigsctbsure.

C

With the help of (11), we can rearrange (10) as




Pr[A,,,|Bs, N S]. Let D,, ., be the event that then, probability can be calculated as

compromised paths contain, paths among thes, paths (JERT)

with length 2, ..., and then; paths among the; paths Py

with length L. Whenz. < my,, Pr[A,,, |B., N S] is zero _ A PP
since it is impossible to have more compromised paths than ZS:Pr[P”’S“”’SL] 121 T 2 (1-2)

compromised sensors when all paths are node-disjoint. When

Te 2 My, [ Z Pr[A,, NEy|B:. N S]} } ; (19)
PI‘[Amm ‘er N S] my=1
L whereE,, is the event that the fraction of symbols transmitted
= Z H <Sl) Pr[D,,...n, Bz, NS], (16) through the compromised paths are greater than or equal to
g

e ' and is given by

+np=mg
L L
where0 < n; < s; for 2 <i < L. Snia Y i
Now we need to derivér[D,,, . ,,|B.. N S]. Assume p i1
thatnj,,nj,,...,n;,, 0 < g < L —1 are the nonzero terms L - = (20)
of ng,...,ny. Therefore, there are;, paths of lengthj, Zsiqi Z i
compromisedy;, paths of lengthj, compromised; - -, n;, i=2 =il
paths of lengthj, compromised. Then we need to considelBr[A N E.|B,, N S] is given as
all possibilities to select:. compromised nodes from,, = e G
¢ 1 nj,(ji —1) nodes on then, compromised paths. Since Pr[A,, NEy|B;. NS] =
all thesem, paths are compromised, at least one node on each Lo/
path must be compromised. Hence, > 11 (7;) Pr[(Am, N Dny,....np | Bz, N S]
natng o j=2 N0
Pr[Dy,.. . ny|Be. NS B
Z | H;Zii (Z’J;) if 2 > (21)
b T (%7) T where0 < m; < s; for 2 < i < L. Note the additional
= Y2, 1 Y20 (A7) condition of £, in (21) compared to (16).
tug it tugm g =ve _ The value ofe depends largely on how thesymbols of the
0 otherwise  secret link key information are encoded into thesymbols.
wherel <y, < ji —1for1<i<g. Thﬁrefore, it depends on the selection of functiprin the
scheme.

We now derive thesecret disclosure probabilityp,., which
is defined as the probability of disclosing enough symbols to
the adversary so that it can obtain the key with relative eaBe Transmission Overhead

when node compromised probability is _ In this subsection, we reuse some of the analysis in Sec-
In the SP scheme, the symbols are transmitted throughtion V-C to evaluate the transmission overhead (cost) of the
one randomly chosen path among theavailable paths. If the JERT and the SP schemes. We assume that all compromised

SP scheme selects a compromised path to transmit, then afjodes modify the symbols passing through in our analysis in
symbols are revealed. Hence, when therenagegcompromised this section.

pathS, the secret disclosure pr0bab||ltym§/m The overall For the SP scheme, On'y th@;’% term in (18) needs to
secret disclosure probability can be calculated as be modified in order to derive the transmission overhead.
ny When there aren, out of m paths that are compromised, the
piSP) — Z {pr[pswsmn] Z [("T) p%e chance of successful transmission in the first rounég==.
S g1 L\ e The chance of successful transmission in the second round
m m is m—me . = (recall that the sender randomly picks a path
(1 —g)nr—%e Z (Pr[Amx|ch N S]w)] }(18) other than the failed path). The process continues untieeit
me=1 m the transmission becomes successful or all paths are faund t

be compromised. The expected extra number of transmitted

whereny is given by (14). bols ai q is th
When the JERT scheme is used, the source transmits O%Y}m OIS glvenn andim, 1S then

ro = k symbols and the destination gets all of these symbols SEP) (mymy) =[1 —1(mg <m)] -y~ (m—1) +
successfully because no information is modified. Such
symbols are transmitted through the paths withg; fraction
for pathj, 1 < j < m, whereg; is given by (5). For a fair Z (i—1)- m—mg H My — j 22)
comparison between the JERT scheme and the SP scheme, we £ m—(i—1) m—j |’
define the secret disclosure probability of the JERT schesne a =t
the probability of at leastvk symbols being disclosed to thewhere1(m, < m) returns 1 when the conditiom, < m is
adversary, wher@ < a < 1. Therefore, the secret disclosurdrue, and 0 otherwise.

1(m, <m)-v-




So the expected number of transmitted symbols of the $8ughly 3(n — k +n —n')(n' — k)/8 4+ (n — n')(n' — k)/2
scheme is additions and multiplications. In total, for the puncturemte,
P the total number of calculations is then
58P = v+

. o=k (' — 2k —3)
ZPY[PSQ,ss,...,sL] { Z (ZT> ch<1 _ x)’ﬂ/T—ZEC_ 4 {( 1) 5 + ( ) >
S c

= H((n/z—k))QM/W—M

i Pr[A,,. | By, N S)65) (m, mx)] } (23)

mg=1

!
+3(n—k+n—n’)(n 8_ ) +(n—n')
e s UL LT S S 1]

For the JERT scheme, a failedh, 1 < i < e, transmission (26)
leads to additional; symbols to be transmitted. In order |, some applications, the available memory could be lim-
to simplify our analysis, we assume that, when a path jgq. Then a direct software implementation on additions an
compromised, the average number of symbols are modifigdsiplications is preferred. The complexity of additicissto
(instead of they; fraction of symbols transmitted through theaye bitwise exclusive-OR on twerbit vectors and performing
path in the current round). Such a simplification makes o@rmytiplication is equivalent to performingadditions. Thus,
analysis tractable while maintains its validity. the total number of calculations is then

When there arenrginegthes) compromised, the JERT scheme n(n — k) N (n—n')(n' — k)
2 2

sends a total ofy ./ r; symbols. Therefore, the ex- (7 + 1)
scheme, given that, out of m paths are compromised, can It has been observed that the energy cost of transmitting

+(n—k)(n' —k)
pected extra number of transmitted symbols of the JERT

be expressed as 1Kb to a distance of 100 meters is approximately 3 joules.
) By contrast, a general-purpose processor with 100 MIPS/W
(JERT) i) power could efficiently execute 3 million instructions fdret
0 (m,mq) = Z i (24) same amount of energy [28]. Based on these numbers, we
) ) ) =t can convert the extra computation cost of the JERT scheme
wheree is determined in (13). _ into equivalent symbol transmissions. Assume that the JERT
The e>.<pected number of transmitted symbols of the JEREheme performg, < e round of extra transmissions. Using
scheme is (26), we calculate the extra computation cost as equivatent

6(JERT) =7+

(]

1073(r + 1) & [n(n —k) (=)' k)

nrt n _
ZPF[Psz,ss ..... SL] { Z (xT> CEQEC(]. — x)nT e 37 i=1 2 2
s Te= ¢ +(n —k)(n' — k)] 27)
Pr[Am, | By, N S)6VERD) (m,m, 25 - : .
mz;l tAm. | Bz N 5] (m, me) (25) extra symbol transmissions, whené = er andr; is the
: j=0
. number of symbols ofjth round extra transmission by the
E. Computation Cost JERT scheme.
In the proposed JERT scheme, punctured MDS codes are
used to transmit extra symbols. Thus, the error-erasure de- VI. PERFORMANCEEVALUATION

coding algorithm must be implemented in order to decode gjmyjations have been performed in Matlab to evaluate the
the received vector efficiently [21], [26], [27]. Two extragfficiency of the proposed scheme. Unless specified otheywis
decoding steps are needed for error-erasure decoding CQ simulations were set up with the following parameters:
pared with the error-only decoding: calculation of erasurgq randomly placeN = 400 nodes on a square area of

locator polynomial and computation of the Forney syndromgyng m by 1000 m. The radio transceiver range is 100 m.
polynomial. For punctured codes, the calculation of e@sUFrhe MDS code is assumed to He. k) = (1023,255).

locator polynomial can be performed in advance such thgly investigate the performance of the JERT scheme and
no computation is needed. The Forney syndrome is obtaingfer related schemes. These schemes include the Incament
by multiplying erasgre-lo;:ator polynomial with the synd/® g eqyndancy Transmission (IRT) scheti¢he SP scheme, the

and then modular it by:**. For an(n’, k) punctured MDS H-M scheme proposed by Huang and Mehdi [13], and the

code with (n, k) mother code, the computation takes aboW.heme proposed by Chan et al [2]. In our discussions, we
(n—n')(n+n'—2k—3)/2 multiplications and additions. Deter-

mining the values of errors via Forney’s formula is now more °The IRT scheme is an early version of the JERT scheme [29]. The IR

complex. One additional step is the error-locator p0|ymjmischeme uses all 2-hop and 3-hop paths including those with comouters.
Another major difference between the IRT and the JERT schesntisai the

multiplying the erasure-locator DO'Xnomia'- The compigias JERT scheme sends different fractions of symbols througkreifit paths but
of the whole procedure to determine the values of errorsti® IRT scheme always sends = 1/m for all available paths.
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Fig. 3. Probability of finding secure paths between two ptaisieighbors Fig. 5. Number of node-disjoint paths with exactiyhops from source and

with up to 1, 2, 3, 4-hop paths. destination.

10° T i
e Neaon,eq (assuming that they do not share a common key). The average
—&— N=200, h=3 _ . . .
—— N=200, h=2 P number of paths is presented corresponding to varigus;.
_ s N= - % .

S e e 1 We also present the number of paths for a similar network

400, hez with half of the nodes y = 200) for comparison purposes.

As can be observed from Fig. 4, the number of available paths
increases with local connectivity,..;. When node density
increases, there are more paths as well. The numbkrhafp
paths also increases with Note that these paths may have
common nodes other than the source and the destination.

We show the number of node-disjoint paths in Fig. 5. Note
that we chose 2-hop paths first and then eliminated all other
paths with nodes that have appeared in the previously cdunte
paths. The total available node-disjoint paths are ratheted,

as shown in Fig. 5. One interesting observation from Fig. 5 is
W o o7 o o5 s o5 ok o7 s os thatthe number of exactly-hop node-disjoint paths decreases
Local comnectii: Ry ash increases after 3. This could be due to our path selection
process and the larger number of nodes needed-iop
node-disjoint paths in the neighborhood of the source aad th
destination wherk is larger.

The total number of node-disjoint routes from a source
toward a destination is shown in Fig. 6. Based on this figure,
it can be concluded that the available node-disjoint paths i
o creases Withp;,..; and N. An example of these results is that,
A. Path Availabilities when proca; = 0.6 and N = 800, there are roughly node-

In Fig. 3, we demonstrate the need for multi-hop paths tlisjoint paths. Note that the JERT schemes uses all availabl
connect two physical neighbors. In this figure, we preseat thode-disjoint routes from a source toward a destination.Whe
probability of connecting two physical neighbogs, with up the number of such routes is larger, the JERT scheme can
to 1, 2, 3, and 4-hop paths for increasing local connectivitiplerate more compromised routes.

Diocal- When we only include 1-hop paths, = piocar. AS We In order to gain more insights on the neighbors of the source
include paths with more hops, the connectivity probability node serving in the node-disjoint multi-hop secure pattes, w
creases and approaches 1 whegn,; increases. For example,investigated the probability of secure neighbors servinthe
when pi,eqr = 0.5, up to 2-hop paths can connect about 80%ansmission pathd};, and showed the results in Fig. 7. Since
of the physical neighbors. However, we can connect abadhe insecure neighbors will not serve in the transmissighga
97% and 99% of the physical neighbors when we use upwe only count the secure neighbors. As can be observed in
3-hop and 4-hop paths, respectively. Fig. 7, P, increases withp;,..;. This can be explained by

In Fig. 4, we show the number of paths with secure cothe better chances of finding other secure neighbors toward
nections that are exacth~hops from a source to a destinatiorthe destination. AsV increases, there are more nodes in a

Number of paths of exactly h-hop, m

Fig. 4. Number of paths with exactly-hops from source and destination.

vary ~ for SP scheme instead of changifg k) for the JERT
scheme.
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Fig. 6. Total number of node-disjoint routes. schemes. Numerical results based on (22) and (25), shown figtite, match
well with our simulations results.
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of the JERT scheme compared with the SP scheme increases
as~ decreases. Note that there is a slight increase of number
of transmitted symbols in the JERT and the SP schemes as the
node compromised probability, increases. This is due to the
higher probability of the used paths being compromised and
retransmissions may be needed.

For comparison purposes, the number of symbols that are
transmitted in the scheme by Huang and Medhi [13], which
we term as the H-M scheme, is also shown in Fig. 8. Since an
MDS-code of(n, k) = (1023, 255) was used, the H-M scheme
sends255 x (4+ 1) = 1275 symbols while only tolerating up
to 2 compromised paths. The JERT scheme wWith23, 255)

Probability of secure neighbors serving in transmission paths, P

35 os  o04 o4 05  os  os os o7 om os code, however, can tolerate up to 5 compromised paths when

0.3!

Local connectivity, Pocal

total number of paths are 12. While ensuring detection and
Fig. 7. Probability of secure neighbors serving in the ndidsint trans- correction of up to a hlgher number Qf f,aUIty paths, the H-M
mission paths. scheme operates with higher transmission cost. Note tleat th
difference in cost of the JERT scheme and the H-M scheme
changes with the selection afand k.

neighborhood as well, leading to an increasifig Therefore,  \merical results based on (22) and (25) are also presented
under normal circumstances, the serving probability isnfroj, rig g These results match well with our simulation resul
0.4 to 0.7, depending on node density ang.;. When nodes

have a relatively large number of secure neighbors, they wil N Fig- 9, we compare the extra symbol transmission of
be able to find enough node-disjoint multi-hop paths. the JERT scheme and a related scheme suggested by Chan et

al. [2]. In this scheme, a reinforcement technique is used to
o make sure that the adversary needs to compromise all paths in
B. Transmission Overhead order to obtain the key. For fair comparisons, the extra sfmb
When there are compromised nodes on the paths usedrémsmission of the scheme is calculated based on sending
deliver the secret link key information and these comprenhis keys throughe + 1 paths. Note that JERT performs additional
nodes modify the passing information, extra symbols ne&@nsmission when it is necessary such that the compuégtion
to be transmitted. Figure 8 shows the expected number aafst of JERT depends on the number of compromised paths
symbols that need to be transmitted in order to allow tHmetween the source and the destination. In this figure, ttra ex
destination to regenerate the secret key. We use all alailabomputational cost of JERT has been converted to equivalent
node-disjoint paths in the JERT scheme. The SP schemdra symbol transmissions and added to the results (cf).(27
randomly chooses one out of these paths to send the seémtording to this figure, the extra symbol transmission & th
link key. The number of transmitted symbols in the SP scherdBRT scheme is much smaller than that of the scheme given
lowers asy decreases. Therefore, the relative transmission cast2].
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Fig. 10. The flexible secret disclosure probability of th&®JEBschemey =  Fig. 12. Comparing the expected number of transmitted symbateidERT
400, proca; = 0.5). Numerical results are compared with simulation result$icheme and related schemes, k) = (1023, 255).
All cases withm > 1 paths are studied.

) different x. The stepped curves shown in Fig. 11 suggest

C. Security Performance that p, does have some abrupt changes whewaries. This

The flexibility of secret disclosure probability of the JERTSs because each path sends an integer number of symbols
scheme is presented in Fig. 10. In this figure, we vary theevaland, when one path is compromised, all these symbols are
of o and show secret disclosure probability,, for different disclosed. So the ratio of disclosed symbols is not contisuo
node compromised probability,. It can be observed that thewhena varies. When this value is compared with secret ratio,
JERT scheme has a much lower than the SP scheme whenstep functions may appear.
a < 1. Asaincreases within the range between 0 and 1pthe In Fig. 12, we compare the expected number of transmitted
value is smaller. For a fixegl, « may be lowered by increasingsymbols in the JERT scheme, the IRT scheme, and another
k andn. Therefore, the JERT scheme provides a nice properglated scheme termed JERTe. The JERTe scheme is similar
of flexibility: a pre-defined threshold of probability of set to the JERT scheme except that= 1/m for all paths. The
key disclosure can be guaranteed by varyingt). Numerical performance of the JERTe scheme is presented to show the
results of (18) and (19) are compared with simulation resukffectiveness of the technique of sending different amadint
in Fig. 10 as well. The numerical results (curves) match wittymbols to paths of different lengths. Based on Fig. 12, we
the simulation results (symbols) quite well. conclude that the JERT scheme out-performs the IRT scheme

We present the secret disclosure probability from anothand the JERTe scheme, with much lower transmission cost.
angle in Fig. 11, where we shoy;, as a function ofe for We can further conclude that the selectiongefhas major



. o ie Rt against disclosure. Furthermore, the JERT scheme has the
T 192, JERTe salient feature of flexibility of trading transmission fawer
information disclosure.

0351 | —2—y=192, IRT
~ © — y=128, JERT

~ + — y=128, JERTe
03k |~ 2~ y=128,IRT

ACKNOWLEDGMENT

J. Deng’s work was supported in part by Louisiana Board of
Regents RCS grant LEQSF (2005-08)-RD-A-43. Y. S. Han'’s
work was partly supported by National Science Council of
Taiwan, R.O.C., under grants NSC 95-2221-E-305-003. We
would like to express special thanks to the associate editor
1 Prof. V. Gligor, and the three anonymous reviewers for their
valuable comments.

o
o N}
o a

Probability of key disclosure, P,
o
e
5

0.1

- Az

= F
S
I
.0:

REFERENCES

I I I I I I
4 0.05 0.06 0.07 0.08 0.09 0.1 0.11
Node compromised probability, x

&
oot 002 003 0 [1] L. Eschenauer and V. D. Gligor, “A key-management scheme for

distributed sensor networks,” iRroc. of the 9th ACM conference
on Computer and communications secyritfashington, DC, USA,
November 18-22 2002, pp. 41-47.

[2] H. Chan, A. Perrig, and D. Song, “Random key predistiinuschemes
for sensor networks,” irProc. of IEEE Symposium on Security and
Privacy, Berkeley, California, May 11-14 2003, pp. 197-213.

effects on transmission overhead in the JERT scheme. [3] W. Du, J. Deng, Y. S. Han, and P. K. Varshney, ‘A pairwisey ke
pre-distribution scheme for wireless sensor networks,” Pioc. of

We present the secret disclosure probability OT th? JERT ACM Conference on Computer and Communications Securit{ (08),
scheme, the IRT scheme, and the JERTe scheme in Fig. 13. In washington, DC, USA, October 27-31 2003, pp. 42-51.

order to d|st|ngu|sh the performance of different Schemﬁ, [4] D. Liu and P. Ning, “Establishing pairwise keys in distiited sensor
networks,” in Proc. of the 10th ACM Conference on Computer and

f"‘mﬂ_C'a"y mcrease_dy to 128 and 19_2_'_SUCh values ere_sqlt Communications Security (CCS ’'Q3)ashington, DC, USA, October
in higher secret disclosure probabilities. Based on Fig.itl3 27-31 2003, pp. 52-61.
can be concluded that the JERT scheme out-performs the IR VX pzl}r' Js-ele;gb rYé C;%-St'rﬂsrly_of]- s*é-h;/%r(:?}g?y, _géléfzéemér@?
. . Irwi Y -distriputi Wi y
schem(_a_and the JERTe scheme, with lower secret disclosure ey Transactions on Information and System Secuiof. 8, no. 2,
probability. pp. 228-258, May 2005.
[6] D. Liu, P. Ning, and R. Li, “Establishing pairwise keys distributed
sensor networks,” ACM Transactions on Information and System
VIlI. CONCLUSIONS Security vol. 8, no. 1, pp. 41-77, February 2005.
N . . . . [7] W. B. Heinzelman, A. P. Chandrakasan, and H. Balakrishn&an
Key pre'd'Str'bUt'on techmques for security provision of application-specific protocol architecture for wirelescmsensor net-
Wireless Sensor Networks (WSNs) have attracted significant works,” IEEE Trans. on Wireless Communication®l. 1, no. 4, pp.

interests recently. One class of such key pre-distributiopn. ©660-670, October 2002. o . .
y y P 8] S. A. Camtepe and B. Yener, “Combinatorial design of keyrifigtion

schemes load a relatwely S_ma” number of keys ran_doml mechanisms for wireless sensor networks,9th European Symposium
chosen from a large key poptior to deployment. After being on Research Computer SecuyiB Samarati, P. Ryan, D. Gollmann, and

deployed, each sensor tries to find common keys with its R. Molva, Eds. September 13-15 2004, vol. 319%ajceedings Series:
Lecture Notes in Computer Science (LNCB). 293-308, Springer-

direct neighbors to establish link keys. Such link keys will  ygjag.
then be used to protect the wireless communication betwegs) J. Lee and D. R. Stinson, “A combinatorial approach to kesdjstribu-

themselves. Due to the randomness of the key selection ti(_)n f_or distributed sensor networks,” Proc. of IEEE Wireless Commu-
iahbori d h y nications and Networking Conference (WCNC '08pw Orleans, LA,
process, some neighboring sensors do not share any common ysa march 13-17 2005,

key. In order to establish a link key among such neighbofsp] P. Papadimitratos and Z. J. Haas, “Secure message traismis

a multi-hop secure path may be used to deliver the secret. mobile ad hoc networks,”Elsevier Ad Hoc Networksvol. 1, no. 1,
pp. 193-209, July 2003.

Such a dellvery tEChmque’ .howeve'fv renders several $¢CU[’11] A. Tsirigos and Z. J. Haas, “Multipath routing in the pemce of frequent
problems, such as secret information disclosure and secret topological changes,’lEEE Communication Magazinep. 132-138,

information being modified or dropped when some sensorg November2001. , , _
[12] M. O. Rabin, “Efficient dispersal of information for sedy, load

are compromised by the adversary. ) . balancing, and fault toleranceJburnal of the Association for Computing
In this paper, we have proposed and investigated a Just Machinery vol. 36, no. 2, pp. 335-348, April 1989.

Enough Redundancy Transmission (JERT) scheme for tél D- Huang and D. Medhi, “A byzantine resilient multi-pattey
establishment scheme and its robustness analysis for segtsaorks,”

Secrei[ link key establishment process of key pre'diSﬁ[mUt in Proc. of 19th IEEE International Parallel and Distributedd®essing
techniques. The JERT scheme uses the powerful MDS codes to SymposiumColorado, USA, April 4-8 2005, pp. 240b—240b.

encode the secret link key information and send the codesvoktl A. Shamir, “How to share a secreZommunications of the AGol.
22, no. 11, pp. 612-613, November 1979.

through multiple multi-hop paths. It provides a nice “‘JUS[I.LS] R. J. McEliece and D. V. Sarwate, “On sharing secretsrard-solomon

Enough” property: the redundant symbols are transmittdgl on  codes,” Communications of the ACMol. 24, no. 9, pp. 583-584,
when they are needed to enable the destination to dec?d? September 1981. . _

h tinf ti This feat d the t . . [16] M. B. Pursley and S. D. Sandberg, “Incremental-redungaransmis-
the secret information. IS feature reduces the transonmss sion for meteor-burst communications|EEE Trans. on Communica-

cost and provides extra protection of the secret informatio  tions vol. 39, no. 5, pp. 689-702, May 1991.

Fig. 13. Comparing the secret disclosure probability of tB®D scheme
and related schemegn, k) = (1023, 255), different~y values.



[17]

(18]

[19]
[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

S. B. Wicker and M. J. Bartz, “Type-ll hybrid-ARQ protols using
punctured MDS codes,JEEE Trans. on Communicationsol. 42, no.
2/3/4, pp. 1431-1440, February/March/April 1994.

W. Du, J. Deng, Y. S. Han, S. Chen, and P. K. Varshney, “A ke
management scheme for wireless sensor networks using deplbymen
knowledge,” inProc. of the 23rd Conference of the IEEE Commu-
nications Society (Infocom '04Hong Kong, China, March 7-11 2004,
pp. 586-597.

S. B. Wicker and V. K. Bhargava,Reed-Solomon Codes and Their
Applications Piscataway, NJ: IEEE Press, 1994.

I. S. Reed and X. Chen,Error-Control coding for Data Networks
Boston, MA: Kluwer Academic, 1999.

S. Lin and D. J. Costello, Jrgrror Control Coding: Fundamentals and
Applications Englewood Cliffs, NJ: Prentice-Hall, Inc., second editio
2004.

G. C. Clark, Jr. and J. B. CainError-Correction Coding for Digital
CommunicationsNew York, NY: Plenum Press, 1981.

W. Lou and Y. Fang, “A multipath routing approach for sexulata
delivery,” in Proc. of IEEE Military Communications Conference
(MILCOM '01), McLean, VA, USA, October 28-31 2001, pp. 1467—
1473.

P. Papadimitratos, Z. J. Haas, and E. G. Sirer, “Path eletton in
mobile ad hoc networks,” ifProc. of the 3rd ACM MobiHod ausanne,
Switzerland, June 2002, pp. 1-11.

P. Papadimitratos and Z. J. Haas, “Secure data trangmigsimobile
ad hoc networks,IEEE Journal on Selected Areas in Communicatjons
vol. 24, no. 2, pp. 343-356, February 2006.

T. K. Truong, W. L. Eastman, I. S. Reed, and I. S. Hsu, “Sifigd
procedure for correcting both errors and erasures of Re&af¥®n code
using Euclidean algorithm,JEE Proceedingsvol. 135, no. 6, pp. 318—
324, Nov. 1988.

S.-L. Shieh, S.-G. Lee, and W.-H. Sheen, “A low-latertscoder for
punctured/shortened Reed-Solomoncodes,”Piac. of IEEE INterna-
tional Symposium on Personal, Indoor and Mobile Radio Conicau
tions Berlin, Germany, September 11-14 2005, pp. 2547-2551.

G. J. Pottie and W. J. Kaiser, “Wireless integrated meknsensors,”
Communications of the ACMol. 43, no. 5, pp. 51-58, May 2000.

J. Deng and Y. S. Han, “Using MDS codes for the key esthifient
of wireless sensor networks,” iAroc. of the International Conference
on Mobile Ad-hoc and Sensor Networks (MSN ;0%) Jia, J. Wu, and
Y. He, Eds., Wuhan, P. R. China, December 13-15 2005, vol. 3784
of Lecture Notes in Computer Science (LNQS). 732-744, Springer-
Verlag.



