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Abstract—The trend toward high processing power at a not only depends on high performance in latency, bandwidth,
reasonable cost continues with the emergence of multi-core gnd fairness in contention under heavy loads, but also dispen
architectures with large number of cores. In such computing o, an efficient authentication mechanism and protection of
systems, a major technological challenge is to design thetémnal, . . . L .
on-chip communication network. This not only depends on hip integrity and privacy of applications from physics attacles
performance in latency, bandwidth, and faimess in conterion Well as software attacks. Usually, the cores are treated as
under heavy loads, but also depends on an efficient authentiion  trusted entities. On the other hand, all other componeruis su
mechanism and protection of integrity and privacy of applications  as memory, cache, bus, and co-processors are untrusted [6].
from hardware and software attacks. In this paper, we presen The ypjque structure of multi-core processors exposes the
a technique to establish secret keys for the cores employedy b data b ting th ¢ tsid | dditi th
the same application to communicate securely. Our approacls ata us_ Colnnec Ing the cores (o outsl ?rs' n .a '_'on’ e
based on key pre-distribution, in which each of the cores chmses COmMmunication between these cores and increasing-sibe cac
a number of keys from a large key pool. When a group of may be under attack. The goal of this paper is to present
cores are employed by an application, they discover their sired 3 techniqueto allow the cores to establish a group key for
keys and establish a group key for secured communication. ¥ gacyred communication among themselves at run-time level.

key discovery and the process to connect partitioned groupsse o .
space-efficient Bloom filter to ensure the security and effieincy To the best of our knowledge, this is the first paper to address

of the key establishment process. Our performance evaluatn this problem in technical literature.
demonstrates the efficiency of the proposed framework.

Securing the multi-core communication system is more dif-
ferent than simply applying conventional security teclueis)

The trend toward high processing power at a reasonakilgch as public/private key schemes and the secret key ssheme
cost continues with the emergence of multi-core architestu The main reasons of the difficulty include small local store
with large number of cores. Building modular processoend heat/cooling problem of the large number of cores in one
with multiple coresis far more cost-effective than buildingprocessor package. The potentially frequent switch of core
monolithic processors. Their use and scales are expectedemaployed by different applications makes it impracticalise
increase dramatically in the coming years [1]. For exampléhe costly public/private key techniques to secure the imult
16-core processors will be common within the next four yeac®re communication. Even the secret key scheme requires a
[2]. Intel plans to deliver processors that have dozens careful design to make use of the local store.
hundreds of cores during the next decade [3].

Cell Broadband Engine (Cell BE) processor is launched byIn this paper, we present a technique to establish secret
IBM, Sony, and Toshiba in 2006 [4], [5]. The design goal i&eys for the cores employed by the same application to com-
to improve performance an order of magnitude over that afunicate securely. We employ random key pre-distributoon t
desktop systems shipping in 2005. This includes gaining thetablish secure communications among cores that aremgorki
most performance per area invested, reducing the areapger cm the same application. In our scheme, each of the cores
and having more cores in a given chip area. In this way, tlthooses a number of keys from a large key pool. When a group
design would exploit application parallelism while supioty  of cores are used in an application, they discover theireshar
established application models and thereby ensure effigiin keys and establish a group key for secured communication.
implements a single-chip multiprocessor with nine proocess The key discovery and the process to connect partitioned
operating on a shared, coherent system memory (see Fig. Jioups use space-efficient Bloom filter to ensure the securit
Section Il). There are two types of processor elements 8 thind efficiency of the key establishment process.
processor: the Power Processor Element (PPE) is optimized
for control tasks; the Synergistic Processor Elements $pPE Our paper is organized as follows: The architecture of multi
provides an execution environment optimized for paralighd core system is presented in Section Il. The details of our
processing. scheme are presented in Section Ill, with our performance

In all multi-core processors, a major technological chragle  evaluation shown in Section IV. We provide concluding re-
is to design the internal, on-chip communication netwotkisT marks of our work in Section V.

I. INTRODUCTIONS
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Fig. 1. Cell BE processor system architecture

Il. ARCHITECTURE The PPE and SPEs are highly integrated. The PPE provides

Our paper is based on the platform of the Cell BE processgmmon control functions, runs the operating system, and
system architecture, which is shown in Fig. 1. The proceissoProvides application control, while the SPEs provide thibu
a heterogeneous, multi-core chip capable of massive fg}atier the application performance. The PPE and SPEs share ad-
point processing optimized for computation-intensive kyvor dress translation and virtual memory architecture, andigeo
loads and rich broadband media applications [5]. It cossistUpport for virtualization and dynamic system partitianin
of one 64-bitpower processor eleme(RPE), eight specialized They also share system page tables and system functions such
co-processors callesynergistic processor elemer(@PEs), a as interrupt presentation. Finally, they share data typedts
high-speed memory controller, and a high-bandwidth bies-int and operation semantics to allow efficient data sharing @mon
face, all integrated on-chip. The PPE and SPEs communicHtém-
through an internal high speetement interconnect bgIB). Each SPE consists of the SPBy(ergistic processor unit

The design of the SPE and its architectural specificatiid thesynergistic memory flo¢SMF) controller. Each SPU
lowered the required complexity and area. It also enablé@nsists of an SXUsynergistic execution unitand a local
high-frequency design with modest pipeline depths [7].sThtore (256 Kbytes). The SMF controller moves data and
is achieved without requiring the mechanisms that typjcalP€erforms synchronization in parallel to SPU processing and
allow efficient instruction pipelining (register renamirghly implements the interface to the element interconnect bus,
accurate branch predictors, and so on). This reduces ecehitvhich provides the Cell BE with a modular, scalable inte-
tural complexity where feasible, subject to latencies ftmamic gration point.
resource decisions such as the large register file (2 Kbgitesk) m
local store (256 Kbytes) [4].

The PPE is built on IBM's 64-bit Power Architecture
with 128-bit vector media extensions and a two-level off®- Background
chip cache hierarchy. It is fully compliant with the 64-bit Secure communication between different hardware com-
Power Architecture specification and can run 32-bit and i84-Iponents is needed to ensure that the exchanged information
operating systems and applications. The SPEs are indepiendemains confidential and that only authorized persons can ac
processors, each running an independent applicationdhregess the devices [8]. The public-key cryptosystem can geovi
But one application may employ multiple SPEs. The SP&ich security protections, but with some caveats. Although
design is optimized for computation-intensive applicasio RSA has been the most widely used public-key cryptosystem
Each SPE includes a private local store for efficient ingionc for 20 years, its computational demands are prohibitive for
and data access, but also has full access to the cohereatisharobile and lightweight devices. Doubling the size of the RSA
memory, including the memory-mapped I/O space. Both typksy leads to an approximate eightfold increase in comprtati
of processor cores share access to a common address spawe, as the computational effort grows proportionally te th
which includes main memory, and address ranges correspocube of the key size. However, an increase in RSA key size is
ing to each SPE’s local store, control registers, and |/Godsv  becoming necessary because the NIST and RSA Laboratories
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recommend using the current 1,024-bit key size to protetet dgroups are formed, cores in a group can use this global master
only until the year 2010 [8]. In securing multi-core proaass secret key to conduct key agreement and obtain a new group
public-key technique becomes too expensive especiallynwhieey. There is a great danger with this approach: if one core is
there are frequent data exchanges among the cores. compromised by attackers through side-channel eavesidigpp
The communication among different cores employed by any other types of attacks, the security of the entire imult
the same application can be protected by symmetric kegre processor will be compromised. Some existing studies
techniques [9]-[13]. A shared secret key among the coresggest storing the master key in tamper-resistant haedwar
will be needed. Establishing such a secret key can obvioustyreduce the danger, but this increases the cost and energy
be achieved with public-key techniques. However, we arggensumption for each core. Furthermore, tamper-resistanc
that public-key techniques are too expensive because of trerdware might not always be safe [28].
overall number of public keys that each core needs to carryAnother solution to the group key agreement problem is to
and the overall computation intensive encryption/dedoypt let each core carriv — 1 secret keys, each of which is known
operations need to be performed in each key establishmenthis core and one of the oth&f — 1 cores (assumingy is
process. Such a key establishment process will be needee total number of cores, e.gN = 1024 in kilocore [29]).
frequently when different applications use clusters ofdbiees The main problem with this solution is memory usage: if the
with frequent context-switch. key size is 1,024 bits [8] and the number of cores is 1,024,[29]
We term the secret key shared by all the cores workach core needs to usé/ bits of memory just to store the
ing on the same application “group keys”. We propose keys. This is impractical for a core that has a very limited
comprehensive technique to achieve such efficient group kayount of local store (current size of about 256 KBytes).
establishment and use the group key to secure the communieschenauer and Gligor proposed a novel key distribution
cation in multi-core processors. Our scheme is based on kegthod for wireless sensor networks in [14]. In this method,
pre-distribution that has been developed for wireless @ensnstead of carrying allN — 1 keys, each sensor randomly
networks [14]-[20]. selects some keys from a pre-defined key pool. It has been
There are intrinsic relations and similarities of the keghown that, with high probability, sensors can find some
establishment in multi-core processor and that in wirelesgighbors sharing at least one key with themselves. One node
sensor networks: The multiple cores can be treated as sensay share different keys with different neighbors. Sincmso
nodes. Both of them require low power and have limited omeighboring nodes may not share any keys [14], [30], [31],
board memory. Packaging and thermal cooling costs are thelti-hop secure paths can be identified to deliver secret to
biggest drivers for reducing power in such chips, espgciallvard the neighbors in order to establish secure commuaitati
chips manufactured in large quantities for price-sersipirod- Similar to any key pre-distribution schemes, if any sensor i
ucts [21]; The secure communication problem is similar; Thmompromised, then the keys it carries are all disclosed.
sharing of the communication medium is similar as well [1]. This scheme was later extended by Chan et al. to require
o sensor nodes to share at le@&eys in order to establish secure
B. Key Pre-Distribution communication [17]. Such a unique requirement improves the
In key pre-distribution, we need to address the question $écurity performance of the scheme against compromiss. It i
how the cores should select and store some keys before $hewn that adversary needs to compromise much more nodes
processor is used by a number of applications and secuiityorder to gain any meaningful payoff.
protection is needed for these applications [14], [16],][17 In this paper, we will employ a scheme that is similar to the
[22]-[26]. one proposed in [17]. Therefore, each core will storekeys
Problem 1: (Key Pre-Distribution) How can we pre- from a large key pool. When two cores need to communicate
distribute the key information in the cores such that sonsecurely, they need to find at leastcommon keys. If enough
clusters of cores can derive secret group keys efficientdr lacommon keys cannot be found, other techniques should be
on to secure their inter-core communication? performed to allow the cores to establish the secret between
Due to the dynamic nature of the core assignment procekem [17], [30], [31].
and different application’s computing requirements, etifint )
clusters of cores may be used at a certain time. ThereforeCit COmmon Key Discovery
is impossible to decide the group keys prior to the formation After key pre-distribution, cores working in the same appli
of clusters. There are a number of ways to solve the groaption need to discover the common keys among themselves
key agreement problem in the absence of prior knowledge that a group key can be established by the group head and
of groups. Blundo et al. proposed a method to allow eadtie delivered to them. Group head can be the largest of the
member of any group of users of a given size to computere IDs in the group.
a common secure group key [27]. However, the method isProblem 2: (Common Key Discovery) Once a group of
unsuitable for multi-core security provision because ofida cores are recruited by one application, the cores need to find
amount of memory needed. out the common keys among them. What techniques should
A naive solution to the group key agreement problem is tue used to identify such common keys among these nodes
let all cores carry anastersecret key with themselves. Onceefficiently and securely?



carried by corej as indicated by Bloom filter. Note that such
false positives are controllable with the mapping functom
. the size of the array.
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With the use of the random key pre-distribution, it is still
possible to have partitioned groups, defined as those groups

Fig. 2. Bloom filter illustration. On corg each key is mapped through Bloom that the group head has no Way to dellver.the generated group
filter onto BF,. BF; for core; is also shown in the figure. By calculating thekey to all group members. We introdubkulti-Core Graphto
mapping bits of all the carried keys and comparing them wiffy,Rorei  discuss partitioned groups.
can quickly decide that corg also carries keyt; 1 andk; 2, but notk; .. . . . }
This is because the corresponding bits mapped from#key, include “0” A Multi-Core Grathmc(V, E) IS ConStrl_JCted in the fol
in BF;. Since BF, is much shorter than the shared keys, all other cores cd@wing way. LetV consist of all the cores in the group. For
carry BF; so that they can identify common keys with carguickly. any two coresy; andwv; in V, draw an edge between them
if and only if v; andv; have at leasy common keys, i.e.,
) _ ] two cores are connected by an edge if and only if they can
A straightforward way for key discovery is to ask coreggaplish a secure point-to-point channel between theesel
to broadcast their key identification numbers on the dataIf Gme(V, E) is already connected, then key agreement can
. . . mc ) 3
bus. Th_er_l these cores will have a full V'eW.Of the security, fairly easy: the group head generates a secret group key
conne.ctlvn_y graph and the group hea(_j can find the best WY and uses the connection (i.e., the secure channel),in
.to -dellver Its group key_to a'.'.COFes In its group. Bl_Jt th'%o deliver the key to each of the group members. Some cores
is insecure as the key identification numbers are disclos getK directly from the group head, while some cores get
fo the data bus_ and ine_ﬁicient espgcia_lly with multi_-corfhe key from other cores in the group. As long as the graph
processors working on different applications and having 1 connected, every core within the group can get the key, and

switch b_e“"’ee” appllcatlor?s. frequently. We propose to UB&cause the key is distributed via a secure channel, theskey i
Bloom filter to perform efficient and secure common keygnIy disclosed fo these cores

discovery among the cores in the same group in this paper. As we will see in Fig. 3 of Section IV, the chance of

Bloom filter is a space-efficient probabilistic data struetu nnected araoh is low when there are onlv a few cores in
that can be used to test whether an element is a member G & grap Y

set [32]-[35]. False positives are possible, but false tivem & group or the key space is large. Therefore, expecting a

are not. Elements can be added to the set, but cannotCt())gneaecﬁ"c IS unreallsu_c; the (_:hallenge IS how to conduct
key agreement wheur,,. is partitioned. This leads to the

removed. As more and more elements are added to the st owi }
the probability of false positives increases [35]. ollowing problem:
Problem 3: (Connecting Partitioned Groups) The cluster

Bloom filter is basically a one-way hashing function that _ b ted as th di
maps a set of items to a much shorter array (see Fig. gy cores in a group may not be connected as the corresponcing
ulti-core graph is partitioned. How should these cores be

Initially the entire array contains all O's. Then each iteim ( -
our case, the key identification numbers of each core) Wﬁpnnected securely and efficiently? )

be mapped to a few bits in the array with 1. After all items We presen_ttwo schemes that can_helpto_establlsh connected
are mapped to the array, some bits in the array are 1's wh@enc;.'” the first schem_e, .the PPE is recruited to connect the
others are 0's. This array can be called Bloom filter resulf@rtitioned graph and it is assumed that the PPE shares a
BF;, of the key carried by coré. In our scheme, each coreSecret key with each of the cores in a multi-core processor.
carries the Bloom filter results of all cores for later usagd? the second scheme, the assumption of PPE's sharing keys
Such a calculation and data storage can be performed in YHE all cores connectivity is relaxed. Instead, a two-fehiesy
chip manufacturing process or in the power-up phase of tggreement scheme is proposed.to recruit additional cotes in
multi-core processor [6]. the group to perform key establishment.

Now suppose two cores, and j, need to find out their =~ We assume thakc o, Gc1, ..., Gcr arer +1 components
common keys. Coreé performs the bloom filter function for Within Gy,... Without loss of generality, we assume that the
each of the keys that it carries and compares the resultrpatt@roup head,,,. is in component:..o. Our goal is to establish
with BF; which records the Bloom filter results of coje Cconnections betweef¥.o and the other- components.

If all the corresponding bits are one, then it is expected tha PPE-Assisted Key Agreement Scheme

corej also carries this key (with a certain possibility of false If PPE can participate in the key agreement process, we can
positive). If there are some corresponding bits in; Bffat are exploit it to add edges t6+,,. to make the graph connected.
0, corej does not carry this key with certainty. In this wayOur goal is to establish connections betwe@pn, and the
corei can find out the list of shared keys with cgreuickly. otherr components with the help from PPE. We also assume

Since false negative is impossible but false positive is that PPE has a record of the keys that are carried by each of
Bloom filter, care must be taken to filter the keys that are ntite cores. We calK, the key shared by PPE and the group

BF;  [o]1]o]o[o[o[1]d1]o[o] o[o]o] o] o[o[o] o] 2]o[o[ o[ g2[o[ o] of1][0] o] §




head. Our algorithm is described in the followihg.

1) H,,. randomly picks one core from each componen
Let vq, ..., v, represent these corefl,,. then sends
(v1,...,v;) to PPE. Such communication should bt
encrypted using the key, shared between PPE anc
Hpe.

PPE randomly generates a secret kgy(the edge key),
and encrypts it usind<y, ..., K., respectively, where
K, is the key shared betweem and PPE. We use
K;(Kp) to represent the encrypted key. PPE then sen
(Ko(Kb), Kl(Kb), R KT(Kb)) to Hpye.

H,,. deliversK;(K;) to v;, fori =1,...,m.

H,pe, v1, ..., v, decrypt the messages and gt With
the edge keyK, shared betweerd,,. and each of
the components, the Multi-Core Grapgh,,. is now
connected.

2)

3)
4)
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Two-Phase Key Agreement Scheme

If getting help from PPE during the key agreement pha&@. 3. Connectivity probability. We simulated and comyslitke probability
is difficult or considered insecure, a localized solutionwdd of the cores in a group to be connected through secure céonecte., cores

. . . . . sharing more thay = 2 keys. Each core randomly seleais = 20 keys

be deve!oped. As we W|I_I see from Fig. 3 in Section IV, ifom a large key pool of sizé.
order to improve connectivity, we need to increase the numbe
of cores in a group or lower the size of the key space pool.
However, the number of key pool size affects the resilience
of a key establishment scheme against compromise [14]. In .
addition, the number of cores is usually fixed by application W& evaluated the efficiency of our proposed scheme for
or PPE. The only way to increase the number of cores inMlti-core processors through high-level simulationsthon
group is to recruit additional cores temporarily into theg. Matiab. In our simulations, we investigated the chance of
We propose the following two-phase heuristic key agreeme#oUPS to be fully-connected, i.e., all cores in the sameigro
scheme. are securely connected, and the number of partitions in such

1) H,,. randomly picks one core from each componeng.r(l):l_JIOS i t?tleyhare not fuII_y-ch)npected. | £ th babil
Letwvy, ...,v, represent these cored,, . then computes lgure 3 shows our simulation results of the probability

the bloom filter similarity scores of each of the, ..., that the-c_ores 'TJ ab.(;ijlrou_p form a cc&nnectﬁd g;]%' The
v, cores with each of all other cores in the processo(‘\ronneCt'VIty probability Is measured as the chance a group

The bloom filter similarity score of two corésand j is of ¢ cores forms a non-partition graph. Each of the core is
computed as assumed to randomly choose= 20 keys from a key pool of

sizeS. At leastq = 2 keys need to be shared before two cores
SS(i,§) = BF; - (BF;)T | (1) are declared connected. It can be observed from Fig. 3 that
wherei € {v1,...,0.}, j € CA {vr,... 0.}, - asg in_creases, connectivity improves. This.is because more
represents matrix product, arl represents transposecores increase the_ chance of eventuglly finding common keys.
of a matrix. Furthermore, as$5 increases, connectivity lowers because of
H,,. chooses the core with the highest bloom filte

the larger space to choose keys from.
similarity score between any pair of cores, termgd

IV. PERFORMANCEEVALUATION

2
) We investigated the number of components (partitions) in

Remove the row and column of all bloom filter simi_typical cases and the results are shown in Figure 4. For

larity scores and repeat the same process for all otff&@MPple, whenS = 300, and when there aré5 cores in a
rows/columns. group, the average number of component,isvhich means

Then H... uses these cores to connect the cores efifat PPE needs to connect, on an average, 2 components in a
mc
ployed by the application. group to form a connected graph @,,..

Note that the additional cores get to know the secret key. A" I?g. 5, we ?r;esgr;]t tge_comparljon_of nurrr:ber of tp:artmfons
challenge is how to reduce the number of additional cores 35 & function ofm with 5 = 300 andg = 8. The number o

the group before making the new graph connected. This \Amf;\rtitions lowers asn increases, because of better chance of
limit the exposure of the group key generated by the gro aring keys. Whery increases, the number of partitions is

head. lliflrger'

We compare the number of partitions as a functionof
IWe use a single shared key, such &g shared between PPE and thewith S = 300 andq =2in Fig. 6. In this figure cores need
group head, to illustrate our PPE-Assisted Key Agreemehe®e. In order . .
to share at least = 2 keys in order to be considered securely

to make sure that this process is as secure as those betwgdar reores, : )
they need to share keys. connected. While all curves drop as increases, the rates of

3)
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Fig. 4. Average number of partitions i@',,,.. We simulated the average Fig. 6. Average number of partitions i&... We simulated the average
number of partitions in a group af cores, each of which randomly choosesnumber of partitions in a group af cores, each of which randomly chooses
m = 20 keys from a large key pool (size ). Cores need to share at leastm keys from a large key pool (size &f = 300). Cores need to share at least

q = 2 keys in order to be considered securely connected. q = 2 keys in order to be considered securely connected.
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Fig. 5. Average number of partitions i@.. We simulated the average Fi9- 7. Average number of partitions i¥,... We simulated the average
number of partitions in a group of = 8 cores, each of which randomly number of partitions in a group _Q;‘ cores, each of which randomly chooses
choosesm keys from a large key pool (size & = 300). Cores need to ™ keys fro_m a large key pool _(S|ze &f = 300). Cores need to share at least
share at leasy keys in order to be considered securely connected. q = 1 key in order to be considered securely connected.

such drops are higher whenis larger. This means that the V. CONCLUSIONS

benefit of carrying more keys in the cores is higher when theScientists and engineers are trying to design processors
number of cores in a group is larger. to satisfy the ever-increasing demand for higher computati
We compare the number of partitions as a functionnof power and lower cost. The new trend is the design and
with S = 300 andq = 1 in Fig. 7. In this figure, cores need toapplication of multi-core architectures with large numioér
share just one keyn¢ = 1) in order to be considered securelycores. Building modular processors withultiple coresis far
connected. A similar trend and comparison can be seen, butre cost-effective than building monolithic processors.
the curves cross each other at different valuesnofThis is In all multi-core processors, a major technological chrajke
because of the different required For example, thgg = 16 is designing the internal, on-chip communication netwovk.
curve drops much faster than other curves, before it appesacfocus on the problem of securing the multi-core communica-
the value of 1 partition (fully-connected group). tion system in this paper. We have employed random key pre-



distribution to establish secure communications among<oi16]
that are working in the same application. In our scheme,

each of the cores chooses a number of keys from a large
key pool. When a group of cores are used in an applicatigny)
they discover their shared keys and establish a group key for

secured communication. The key discovery and the proc

to connect partitioned groups use space-efficient Bloomr filt
to ensure the security and efficiency of the key establisl’um?lng]
process.

Performance evaluations through simulations have been
shown to prove that, with parameters carefully designed al?8l
chosen, our scheme can achieve efficient and successfuésecu
connectivity for the group of cores on multi-core processor

Such parameters include the number of keys that each ctfé

carries, the number of keys that two cores must share before
considered connected, and others. In our future work, wie wit2]
implement our scheme on multi-core hardware and evaluate
its performance under more realistic settings.
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